
This is a special iText PDF
For this release, we have decided to create a PDF file that showcases a lot of 
what is possible with iText by Apryse.

This is no ordinary PDF, as it is PDF/A-4, PDF/UA-2 and WTPDF compliant, 
created with the help of pdfHTML.

You can read more about it below.

Table of Contents

New ISO Standards Support•
Digital Signature Validation Module•
API Improvements•
Pull Requests•
Bug Fixes and Miscellaneous•
Other Stuff•
iText Suite 9.0 Releases•
Release Related Examples•
Downloads•
Changelog•
Deprecation of Older iText Versions•
Features of this PDF•

Page 1 of 9

https://itextpdf.com/
https://kb.itextpdf.com/itext/itext-8-0-2-delivers-pdf-a-4-support
https://itextpdf.com/blog/itext-news/pdfua-2-introducing-new-pdf-accessibility-standard
https://kb.itextpdf.com/itext/creating-well-tagged-pdf-documents-with-pdfhtml
https://itextpdf.com/products/convert-html-css-to-pdf-pdfhtml


Release iText Core 9.0
Release date: Nov 18th, 2024

For this Q4 release, weʼre pleased to announce a new major version of iText. iText Core 
version 9.0 introduces significant new features, support for new specifications, and revised 
APIs to delight developers.

Weʼve added support for the ISO/TS 32003 and 32004 standards, enabling even more 
secure PDF documents. Also on the list is the finalized digital signature validation module, 
along with a new API to easily get layers used in a page, and improved PDF/UA signing.

Thatʼs by no means all though, as weʼre also releasing new versions of all add-ons across the 
iText Suite PDF SDK. Letʼs take a closer look at what iText 9 brings to the table.

Since iText 9.0 is a major release version, it naturally means a break in compatibility 
with iText 8. As the developers among you will appreciate, this is necessary to make 
quality-of-life improvements and reduce our technical debt.

However, thanks to the solid foundations laid with iText 7 and 8 there are few major 
API differences in iText 9. The iText Knowledge Base has extensive documentation 
on the breaking changes to ease the migration of existing projects from earlier 
versions.

New ISO Standards Support

First and foremost, iText Core version 9.0 incorporates support for the very latest ISO PDF 
document security standards. ISO/TS 32003 adds AES-GCM encryption to the PDF 2.0 
specification, allowing documents to be protected with high-performance, yet extremely 
secure encryption.

ISO/TS 32004 introduces an integrity protection mechanism for encrypted PDFs, using a 
Message Authentication Code (MAC) to ensure authenticity. To fully understand what this 
means for securing PDF documents, we highly recommend reading two great articles on the 
PDF Association site: ISO 32004: an overview and the follow-up MACs vs. signatures in PDF 
which go into detail on this subject.

Digital Signature Validation Module

On the subject of PDF digital signatures, weʼre also proud to present the finalized version of 
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our dedicated validation module. This forms an integral piece of iTextʼs enhanced digital 
signing capabilities introduced with iText 8.

The aim is to provide simpler, more extensive API methods to not just sign PDF documents, 
but also validate the digital signatures within them – whether iText created them or not. Since 
you can validate multiple document revisions as well as certificate chains, iText can now be 
your Swiss Army knife for digital signatures, as well as PDF creation and manipulation.

This release enables you to only validate a single signature in a document, as opposed to all 
signatures. In addition, the signature validator will now work for encrypted documents.

API Improvements

There are also major refinements to iTextʼs API. These include streamlining PDF/A and 
PDF/UA creation and conformance to simplify the process. Weʼve also developed a new API 
to identify the layers used in a page. This will help to find which Optional Content Groups 
(OCGs) belong to which page in a document.

Signing of PDF/UA documents has been improved. When creating a signature form field iText 
will now take into account if an alternative description is set in the accessibility properties of 
the signature appearance. Additionally, if you forget to set a font for the signature appearance 
this will now result in a conformance exception, rather than a property error.

Further improvements have been made to the rebuilding of invalid cross-reference (xref) 
tables in corrupt documents. When iText encounters and resolves such errors in non-strict 
mode, specific information on the cause will now be provided.

Adding to the recent addition of RSASSA-PSS encryption support for .NET, this release now 
allows it to be supported in FIPS mode.

Along with that is improved font selection and general handling, performance enhancements, 
and much more. iText has a reputation amongst Java and .NET developers for its speed and 
ease of use, and weʼre ensuring that remains the case in the future.

Make sure to check out the Breaking Changes if youʼre migrating from a previous 
version of iText.

Pull Requests

Once again, weʼd like to thank Matthias Valvekens for another pull request submission. This 
relates to Unicode, and adds support for platform 0 encoding 3 in the Truetype and 
OpenType character map table. This is used in some fonts shipped with macOS, among other 

Page 3 of 9

https://itextpdf.com/solutions/archiving-digital-documents-pdfa
https://itextpdf.com/solutions/universal-accessibility-pdfua
https://kb.itextpdf.com/itext/breaking-changes
https://github.com/MatthiasValvekens
https://github.com/itext/itext-java/pull/103


places.

Bug Fixes and Miscellaneous

For content extraction, we fixed a bug in the RegexBasedLocationExtractionStrategy  API 
(Java/.NET) . It now produces better results by default when processing multiple pages.

We fixed an edge-case bug in Certificate Revocation List validation. When a CRL response 
existed, but its issuer was neither trusted, nor self-signed, it could result in a stack overflow 
error.

In addition, a fix was made to SVG rendering to honor dy  attributes in parent text attributes.

Other Stuff

As always, you can see the Changelog below to see the full rundown on whatʼs new in Core, 
and details of other improvements and bugfixes for this release.

If you use iText for digital signing, you may be interested in the Digital Signatures 
Hub which contains a ton of useful resources and examples. In particular, we have a 
new chapter to our Digital Signing with iText series. In Part V, we take you through 
the steps of signing PDFs with Java via a remote signing service offering CSC API 
access.

Donʼt forget that in addition to the resources on our Knowledge Base, on our GitHub you can 
find a ton of useful up-to-date samples in the following repos:

Java

https://github.com/itext/itext-publications-examples-java•

https://github.com/itext/itext-publications-book-java•

https://github.com/itext/itext-publications-signing-examples-java•

https://github.com/itext/itext-publications-signatures-java•

https://github.com/itext/itext-publications-highlevel-java•

https://github.com/itext/itext-publications-jumpstart-java•

.NET

https://github.com/itext/itext-publications-samples-dotnet•
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If you want to create ZUGFeRD/Factur-X-e-invoices with iText Core, we have both 
Java and .NET code samples available targeting the current ZUGFeRD/Factur-X 
specification. They demonstrate how to embed the XML invoice data and add the 
metadata required for conformance.

Bear in mind that our master  branch contains samples for the current stable release, while the 
default develop  branch is for the bleeding edge commits towards the next release.

Also, donʼt forget to check out the release-related examples below, as well as the updated 
Core add-ons in the iText Suite weʼve released this time:

iText Suite 9.0 Releases

Release pdfCalligraph 5.0•
Release pdfOCR 4.0•
Release pdfOptimizer 4.0•
Release pdfSweep 5.0•
Release pdfXFA 5.0•

Release Related Examples

Support for Message Authentication Code (MAC) integrity protection•
AES-GCM Encryption Support•

Downloads

GitHub Maven NuGet Artifactory

iText Core – 9.0.0 (Java) link link N/A link

iText Core – 9.0.0 (.NET) link N/A link link

Changelog

New features
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Support ISO/TS 32004:2024 - Integrity protection in encrypted documents in PDF 2.0 
(PDF MAC)

•

Support ISO/TS 32003:2023 - AES-GCM in PDF 2.0•

Finalized validation module•

Develop API to get used layers in a page•

Improvements

Support RSASSA-PSS encryption in BC fips mode on .NET•

PDF/UA and signing•

SignatureValidator doesn't work with encrypted documents•

Support linearized PDF files in PdfRevisionReader•

When rebuilding xref, log more detailed info•

Support single signature validation•

Bug fixes

Improve API of RegexBasedLocationExtractionStrategy•

Valid CRL having verifiable issuer results in StackOverflow•

SVG dy attribute not honoured•

Deprecation of Older iText Versions

We're taking this opportunity to announce End of Life dates for deprecated iText versions. 
EOL for iText 7.1 will be April 2025, and iText 7.2 will be October 2025. As for iText 8.0, this 
will reach EOL in October 2026.

EOL for these versions means they will transition to maintenance mode, and only 
receive security patches. However, just as with iText 5 we will continue to provide 
support for our customers. Even though iText 5 has been in maintenance mode for 
2016, we regularly release new versions to address CVEs and other security-related 
bugfixes.
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eBooks

Blockchain for PDF Documents•
iText: Jump-Start Tutorial for .NET•
iText: Jump-Start Tutorial for Java•
iText: Converting HTML to PDF with pdfHTML•
iText: Building Blocks•
Best iText 7 Questions on StackOverflow•

Installation Instructions

Installing iText for Java•
Installing iText for .NET•
Installing iText Community for Java developers•
Installing iText Community for .NET developers•

Examples (latest ones)

PAdES Signing High Level API•
iText Core: Signature Appearance Improvements•
iText 8.0.2 Delivers PDF/A-4 Support•
High-level Annotation Flattening•
FIPS & SHA3 Examples for iText Core 8.0.0•

FAQ (latest ones)

I upgraded to iText version 7 or 8, how do I use my license?•
How to change a background Image into a watermark by altering the opacity?•
How to change the text color of an AcroForm field?•
Is it safe to remove XFA?•
How to fill XFA form using iText without breaking usage rights?•

Features of this PDF

Used pdfHTML to generate the PDF content (the HTML content is attached)•

It is both PDF/A-4 and PDF/UA-2 compliant (making it also a WTPDF)•

There is a MAC protected (AES 256 Encryted, SHA 256 Protected. Password is •
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'itext') version of this PDF attached (had to be separate, as PDF/A-4 does not 
allow it)

Digitally signed using a Portuguese Identity Card (scroll below to check the code 
on how to validate it!)

•

The main logo is generated using iText's custom SVG rendering engine•

Dynamically generated table of contents and bookmarks•

Creatively used Layers to toggle between Java and .NET code below•

Automatic Pagination by using our Events engine•

To run the project (using .NET 8), just check the instructions on the attached file 
README.md .

Signed off by:

Generated by: Content: Ian Morris Source code: Guust Ysebie
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Addendum: Signature validation example java

package com.itextpdf.signatures; 

import com.itextpdf.kernel.pdf.PdfDocument; 

import com.itextpdf.kernel.pdf.PdfReader; 

import com.itextpdf.signatures.validation.SignatureValidationProperties; 

import com.itextpdf.signatures.validation.SignatureValidator; 

import com.itextpdf.signatures.validation.ValidationOcspClient; 

import com.itextpdf.signatures.validation.ValidatorChainBuilder; 

import com.itextpdf.signatures.validation.context.CertificateSource; 

import com.itextpdf.signatures.validation.context.CertificateSources; 

import com.itextpdf.signatures.validation.context.TimeBasedContext; 

import com.itextpdf.signatures.validation.context.TimeBasedContexts; 

import com.itextpdf.signatures.validation.context.ValidatorContext; 

import com.itextpdf.signatures.validation.context.ValidatorContexts; 

import com.itextpdf.signatures.validation.report.ValidationReport; 

import java.io.IOException; 

import java.time.Duration; 

 

public class ValidationExample { 

    public static void main(String[] args) { 

        String path = "<path/to/signed/pdf>"; 

        SignatureValidationProperties properties = GetSignatureValidationProperties(); 

        properties.addOcspClient(new ValidationOcspClient()); 

        properties.addCrlClient(new CrlClientOnline()); 

        IssuingCertificateRetriever certificateRetriever = new IssuingCertificateRetriever(); 

        ValidatorChainBuilder validatorChainBuilder = new ValidatorChainBuilder(); 

        validatorChainBuilder.withIssuingCertificateRetrieverFactory( 

                () -> certificateRetriever).withSignatureValidationProperties(properties); 

        ValidationReport report; 

        try (PdfDocument document = new PdfDocument(new PdfReader(path))) { 

            SignatureValidator validator = validatorChainBuilder.buildSignatureValidator(document); 

            // Validate all signatures in the document. 

            report = validator.validateSignatures(); 

        } catch (IOException e) { 

            throw new RuntimeException(e); 

        } 

        System.out.println(report); 

    } 

 

    private static SignatureValidationProperties GetSignatureValidationProperties() { 

        SignatureValidationProperties properties = new SignatureValidationProperties(); 

        properties.setRevocationOnlineFetching(ValidatorContexts.all(), CertificateSources.all(), TimeBasedContexts 

                .all(), SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH); 

        properties.setFreshness(ValidatorContexts.All(), CertificateSources.all(), TimeBasedContexts.of( 

                TimeBasedContext.HISTORICAL), Duration.ofDays(-5)); 

        properties.setContinueAfterFailure( 

                ValidatorContexts.of(ValidatorContext.OCSP_VALIDATOR, ValidatorContext.CRL_VALIDATOR), 

                CertificateSources.of(CertificateSource.CRL_ISSUER, CertificateSource.OCSP_ISSUER, CertificateSource 

                        .CERT_ISSUER), false); 

        return properties; 

    } 

} 

Addendum: Verify the signature using iText (C#)

using System; 
using iText.Commons.Bouncycastle.Cert; 
using iText.Commons.Bouncycastle.Crypto; 
using iText.Commons.Utils; 
using iText.Kernel.Exceptions; 
using iText.Kernel.Pdf; 
using iText.Signatures; 
using iText.Signatures.Validation; 
using iText.Signatures.Validation.Context; 
using iText.Signatures.Validation.Report; 
 

namespace ValidationExample { 
    class Program { 
        static void Main(string[] args) { 
            var path = @"<path/to/signed/pdf>"; 
            var properties = GetSignatureValidationProperties(); 
            properties.AddOcspClient(new ValidationOcspClient()); 
            properties.AddCrlClient(new CrlClientOnline()); 
            var certificateRetriever = new IssuingCertificateRetriever(); 
            var validatorChainBuilder = new ValidatorChainBuilder(); 
            validatorChainBuilder 
                .WithIssuingCertificateRetrieverFactory( 
                    () => certificateRetriever) 
                .WithSignatureValidationProperties(properties); 
            ValidationReport report; 
            using (var document = new PdfDocument(new PdfReader(path))) { 
                var validator = validatorChainBuilder.BuildSignatureValidator(document); 
                // Validate all signatures in the document. 
                report = validator.ValidateSignatures(); 
            } 
            Console.WriteLine(report.ToString()); 
        } 
 

        private static SignatureValidationProperties GetSignatureValidationProperties() { 
            var properties = new SignatureValidationProperties(); 
            properties.SetRevocationOnlineFetching(ValidatorContexts.All(), CertificateSources.All() 
                 , TimeBasedContexts.All(), 
                  SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH); 
             properties.SetFreshness(ValidatorContexts.All(), CertificateSources.All(), TimeBasedContexts.Of( 
                 TimeBasedContext.HISTORICAL), TimeSpan.FromDays(-5)); 
             properties.SetContinueAfterFailure( 
                 ValidatorContexts.Of(ValidatorContext.OCSP_VALIDATOR, 
                 ValidatorContext.CRL_VALIDATOR), 
                 CertificateSources.Of(CertificateSource.CRL_ISSUER, 
                 CertificateSource.OCSP_ISSUER, CertificateSource 
                     .CERT_ISSUER), false); 
            return properties; 
        } 
    } 
} 
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# How to run this project from source code.

1. `cd` to `ReleaseNotesGenerator/resources`
2. Change the url in the `wget-download-command.sh` script to the desired version
3. execute this script `./wget-download-command.sh`
4. Change back again to the folder where `ReleaseNotesGenerator.csproj` is located
4. Run with `dotnet run`

# How to recreate the pdf with from the PDF document.

1. Extract the embedded `source-code.zipx` (This is just a zip file but some pdf processors don't allow downloading of
   those )
2. Change file name to `source-code.zip`
3. Extract zip archive
4. Follow the steps from `How to run this project from source code.`

```text
    sourcecode //source folder
        README.md //file
        ReleaseNotesGenerator //folder
            Program.cs //file
```

2. Execute steps from `run this project from source code`

# verapdf verification for PDF/UA2 and PDF/A4

```xml
<report>
   <buildInformation>
      <releaseDetails id="core" version="1.26.1" buildDate="2024-05-16T16:30:00+02:00"/>
      <releaseDetails id="validation-model" version="1.26.1" buildDate="2024-05-16T18:13:00+02:00"/>
      <releaseDetails id="gui" version="1.26.2" buildDate="2024-05-19T13:33:00+02:00"/>
   </buildInformation>
   <jobs>
      <job>
         <item size="4010404">
            <name>
               D:\other\ReleaseNotesGenerator\ReleaseNotesGenerator\bin\Debug\net8.0\release_notes_9.0.0.pdf
            </name>
         </item>
         <validationReport jobEndStatus="normal" profileName="PDF/UA-2 + Tagged PDF validation profile" statement="PDF file is compliant with Validation Profile requirements." isCompliant="true">
            <details passedRules="1744" failedRules="0" passedChecks="58589" failedChecks="0"/>
         </validationReport>
         <duration start="1731931966000" finish="1731931966298">00:00:00.298</duration>
      </job>
   </jobs>
   <batchSummary totalJobs="1" failedToParse="0" encrypted="0" outOfMemory="0" veraExceptions="0">
      <validationReports compliant="1" nonCompliant="0" failedJobs="0">1</validationReports>
      <featureReports failedJobs="0">0</featureReports>
      <repairReports failedJobs="0">0</repairReports>
      <duration start="1731931965996" finish="1731931966304">00:00:00.308</duration>
   </batchSummary>
</report>
```

```xml
This XML file does not appear to have any style information associated with it. The document tree is shown below.
<report>
    <buildInformation>
        <releaseDetails id="core" version="1.26.1" buildDate="2024-05-16T16:30:00+02:00"/>
        <releaseDetails id="validation-model" version="1.26.1" buildDate="2024-05-16T18:13:00+02:00"/>
        <releaseDetails id="gui" version="1.26.2" buildDate="2024-05-19T13:33:00+02:00"/>
    </buildInformation>
    <jobs>
        <job>
            <item size="4010404">
                <name>
                    D:\other\ReleaseNotesGenerator\ReleaseNotesGenerator\bin\Debug\net8.0\release_notes_9.0.0.pdf
                </name>
            </item>
            <validationReport jobEndStatus="normal" profileName="PDF/A-4F validation profile"
                              statement="PDF file is compliant with Validation Profile requirements."
                              isCompliant="true">
                <details passedRules="108" failedRules="0" passedChecks="26598" failedChecks="0"/>
            </validationReport>
            <duration start="1731931881493" finish="1731931881751">00:00:00.258</duration>
        </job>
    </jobs>
    <batchSummary totalJobs="1" failedToParse="0" encrypted="0" outOfMemory="0" veraExceptions="0">
        <validationReports compliant="1" nonCompliant="0" failedJobs="0">1</validationReports>
        <featureReports failedJobs="0">0</featureReports>
        <repairReports failedJobs="0">0</repairReports>
        <duration start="1731931881489" finish="1731931881757">00:00:00.268</duration>
    </batchSummary>
</report>
```
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      <featureReports failedJobs="0">0</featureReports>
      <repairReports failedJobs="0">0</repairReports>
      <duration start="1731931965996" finish="1731931966304">00:00:00.308</duration>
   </batchSummary>
</report>
```

```xml
This XML file does not appear to have any style information associated with it. The document tree is shown below.
<report>
    <buildInformation>
        <releaseDetails id="core" version="1.26.1" buildDate="2024-05-16T16:30:00+02:00"/>
        <releaseDetails id="validation-model" version="1.26.1" buildDate="2024-05-16T18:13:00+02:00"/>
        <releaseDetails id="gui" version="1.26.2" buildDate="2024-05-19T13:33:00+02:00"/>
    </buildInformation>
    <jobs>
        <job>
            <item size="4010404">
                <name>
                    D:\other\ReleaseNotesGenerator\ReleaseNotesGenerator\bin\Debug\net8.0\release_notes_9.0.0.pdf
                </name>
            </item>
            <validationReport jobEndStatus="normal" profileName="PDF/A-4F validation profile"
                              statement="PDF file is compliant with Validation Profile requirements."
                              isCompliant="true">
                <details passedRules="108" failedRules="0" passedChecks="26598" failedChecks="0"/>
            </validationReport>
            <duration start="1731931881493" finish="1731931881751">00:00:00.258</duration>
        </job>
    </jobs>
    <batchSummary totalJobs="1" failedToParse="0" encrypted="0" outOfMemory="0" veraExceptions="0">
        <validationReports compliant="1" nonCompliant="0" failedJobs="0">1</validationReports>
        <featureReports failedJobs="0">0</featureReports>
        <repairReports failedJobs="0">0</repairReports>
        <duration start="1731931881489" finish="1731931881757">00:00:00.268</duration>
    </batchSummary>
</report>
```






ReleaseNotesGenerator.sln


Microsoft Visual Studio Solution File, Format Version 12.00
Project("{FAE04EC0-301F-11D3-BF4B-00C04F79EFBC}") = "ReleaseNotesGenerator", "ReleaseNotesGenerator\ReleaseNotesGenerator.csproj", "{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}"
EndProject
Project("{FAE04EC0-301F-11D3-BF4B-00C04F79EFBC}") = "ValidationExample", "ValidationExample\ValidationExample.csproj", "{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}"
EndProject
Global
	GlobalSection(SolutionConfigurationPlatforms) = preSolution
		Debug|Any CPU = Debug|Any CPU
		Release|Any CPU = Release|Any CPU
	EndGlobalSection
	GlobalSection(ProjectConfigurationPlatforms) = postSolution
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Debug|Any CPU.ActiveCfg = Debug|Any CPU
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Debug|Any CPU.Build.0 = Debug|Any CPU
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Release|Any CPU.ActiveCfg = Release|Any CPU
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Release|Any CPU.Build.0 = Release|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Debug|Any CPU.ActiveCfg = Debug|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Debug|Any CPU.Build.0 = Debug|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Release|Any CPU.ActiveCfg = Release|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Release|Any CPU.Build.0 = Release|Any CPU
	EndGlobalSection
EndGlobal







ReleaseNotesGenerator/Program.cs

using System;
using System.IO;
using System.IO.Compression;
using System.Linq;
using System.Text;
using HtmlAgilityPack;
using iText.Html2pdf;
using iText.Html2pdf.Resolver.Font;
using iText.Kernel.Font;
using iText.Kernel.Mac;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Event;
using iText.Kernel.Pdf.Filespec;
using iText.Kernel.Pdf.Tagutils;
using iText.Kernel.Validation;
using iText.Kernel.XMP;
using iText.Pdfa;
using iText.Pdfua.Checkers;
using ReleaseNotesGenerator.Utils;
using Path = System.IO.Path;

namespace ReleaseNotesGenerator {
    internal static class Program {
        //Don't change these variables
        private const string ResourceDirectory = "resources";


        //You can change these variables 
        private const string Version = "9.0.0";
        private const string Password = "itext";
        private static readonly string FileName = $"release_notes_{Version}.pdf";
        private const string MacProtectedName = "release_notes_mac_protected.pdf";
        private const string CountryToUseForSigning = "portugal"; //or portugal
        private const string PageToConvert = "release-itext-core-9-0.html";
        private const string SigningReason = "Release notes for iText " + Version;
        private const string SigningLocation = "Ghent (Belgium)";
        private const int SignaturePageNumber = 8;
        private const int SignatureYCoordinate = 230;
        private const int SignatureXCoordinate = 50;


        static void Main(string[] args) {
            Console.WriteLine($"Generating release notes for version {Version}...");
            GenerateMainPdfDocument();
        }

        private static void GenerateMainPdfDocument() {
            var pdfDocument = CreateWtpdfDocument();
            AddMacProtectedVersion(pdfDocument);
            AddSourceCodeFiles(pdfDocument);
            GeneratePdfFromHtml(pdfDocument);
            var fileInfo = new FileInfo(FileName);
            Console.WriteLine("Generated release notes for version " + Version + " in " +
                              fileInfo.FullName);
            var signPrompt = "Do you want to sign the document with a " + CountryToUseForSigning +
                             " eID card? (y/n)";
            Console.WriteLine(signPrompt);
            var sign = Console.ReadLine();
            if (sign != null && sign.ToLower().Equals("y")) {
                SignDocument();
            }
        }

        private static PdfDocument CreateWtpdfDocument() {
            var path = Path.Combine(Directory.GetCurrentDirectory(), ResourceDirectory, "sRGB Color Space Profile.icm");
            var outputIntent = new PdfOutputIntent(
                "Custom",
                "",
                "http://www.color.org",
                "sRGB IEC61964-2.1", File.Open(path, FileMode.Open, FileAccess.Read)
            );
            var writerProperties = new WriterProperties().SetPdfVersion(PdfVersion.PDF_2_0);
            var pdfDocument = new PdfADocument(new PdfWriter(FileName, writerProperties), PdfAConformance.PDF_A_4F,
                outputIntent);
            var xmpMeta = XMPMetaFactory.Parse(File.Open(Path.Combine(ResourceDirectory, "simplePdfUA2.xmp"),
                FileMode.Open, FileAccess.Read));

            pdfDocument.SetXmpMetadata(xmpMeta);
            pdfDocument.SetTagged();
            pdfDocument.GetCatalog().SetViewerPreferences(new PdfViewerPreferences().SetDisplayDocTitle(true));
            pdfDocument.GetCatalog().SetLang(new PdfString("en-US"));
            var info = pdfDocument.GetDocumentInfo();
            info.SetTitle("Release notes for iText " + Version);
            info.SetAuthor("iText Software");
            info.SetSubject("Release notes for iText " + Version);
            info.SetKeywords("iText, release notes, pdf");
            return pdfDocument;
        }

        private static void SignDocument() {
            var signedFileName = FileName.Replace(".pdf", "") + "-pkcs11-signed.pdf";
            new EIdSigner(ResourceDirectory, FileName, signedFileName, CountryToUseForSigning)
                .Sign(SignaturePageNumber, SignatureXCoordinate, SignatureYCoordinate, SigningReason, SigningLocation);
            var fileInfo = new FileInfo(signedFileName);
            Console.WriteLine("Generated signed release notes for version " + Version + " in " + fileInfo.FullName);
        }

        private static void AddMacProtectedVersion(PdfDocument pdfDocument) {
            GenerateMacProtectedVersion();
            var macProtectedBytes = File.ReadAllBytes(MacProtectedName);
            const string macProtectedPdfTitle = "Release notes for iText " + Version + " (Mac protected).pdf";
            const string macProtectedPdfDescription =
                "This PDF is a protected version of the release notes for iText " +
                Version + " use the password '" + Password + "' to open it.";
            var spec = PdfFileSpec.CreateEmbeddedFileSpec(pdfDocument, macProtectedBytes, macProtectedPdfDescription,
                macProtectedPdfTitle, null, null, null);
            pdfDocument.AddFileAttachment(macProtectedPdfTitle, spec);
        }

        private static void AddSourceCodeFiles(PdfDocument document) {
            const string sourceCodeZipFolder = "./source-code.zip";
            const string fileTitle = "source-code.zip";
            const string fileDescription = "This zip file contains the source code to recreate this pdf.";
            const string readmeTitle = "README.md";
            const string readmeDescription =
                "This is the readme file, it contains information on how to build the project";


            //remove the zip file
            if (File.Exists(sourceCodeZipFolder)) {
                File.Delete(sourceCodeZipFolder);
            }

           
            //If executed from the bin folder, we need to go up 4 levels to get to the project directory
            var projectDirectory =
                Directory.GetParent(Directory.GetCurrentDirectory())?.Parent?.Parent?.Parent?.FullName;
           
            // If executed from the project directory, have to go up 1 level
            if (projectDirectory == null) {
                projectDirectory = Directory.GetParent(Directory.GetCurrentDirectory())?.FullName;
            }
           
            Console.WriteLine(projectDirectory);
            
            

            using (var zip = ZipFile.Open("./source-code.zip", ZipArchiveMode.Create)) {
                if (projectDirectory == null) {
                    throw new Exception("Could not find the project directory");
                }

                StructuredZipFolderBuilder.StructuredZip(zip, projectDirectory);
            }

            var readmeMd = File.ReadAllBytes(Path.Combine(projectDirectory, "README.md"));
            var readmeSpec = PdfFileSpec.CreateEmbeddedFileSpec(document, readmeMd, readmeDescription, readmeTitle,
                null, null, null);
            document.AddFileAttachment("README.md", readmeSpec);


            var fileBytes = File.ReadAllBytes(sourceCodeZipFolder);
            var spec = PdfFileSpec.CreateEmbeddedFileSpec(document, fileBytes, fileDescription, fileTitle + "x", null,
                null, PdfName.Data);
            document.AddFileAttachment(fileTitle, spec);
        }


        private static void GenerateMacProtectedVersion() {
            var passWordBytes = Encoding.UTF8.GetBytes(Password);
            var writerProperties = new WriterProperties().SetPdfVersion(PdfVersion.PDF_2_0)
                .SetStandardEncryption(passWordBytes, passWordBytes, 0,
                    EncryptionConstants.ENCRYPTION_AES_256,
                    new MacProperties(MacProperties.MacDigestAlgorithm.SHA_256));
            var pdfDocument = new PdfDocument(new PdfWriter(MacProtectedName, writerProperties));
            GeneratePdfFromHtml(pdfDocument);
            pdfDocument.Close();
        }


        private static void GeneratePdfFromHtml(PdfDocument pdfDocument) {
            var fontProvider = new DefaultFontProvider(false, false, false);
            var baseDirectorySite = Path.Combine(Directory.GetCurrentDirectory(), ResourceDirectory, "kb.itextpdf.com",
                "itext");
            Directory.GetFiles(Path.Combine(ResourceDirectory, "font"), "*.ttf")
                .ToList().ForEach(file => fontProvider.AddFont(file));
            var converterProperties = new ConverterProperties()
                .SetBaseUri(baseDirectorySite)
                .SetImmediateFlush(false)
                .SetTagWorkerFactory(new CustomTagWorkerFactory())
                .SetFontProvider(fontProvider);

            var html = File.ReadAllText(Path.Combine(baseDirectorySite, PageToConvert));

            var font = PdfFontFactory.CreateFont(Path.Combine(Directory.GetCurrentDirectory(), ResourceDirectory,
                "font", "NotoSans-Regular.ttf"));
            var pagNumberHandler = new AddPdfACompliantPageNumbers(font);
            pdfDocument.AddEventHandler(PdfDocumentEvent.END_PAGE, pagNumberHandler);
            var htmDocument = new HtmlDocument();
            htmDocument.LoadHtml(html);

            var htmlProcessor = new HtmlProcessor(htmDocument);
            htmlProcessor.PreCustomContentProcess();
            var customContentInjector = new CustomContentInjector(htmDocument, ResourceDirectory);

            customContentInjector.Inject("customhtml/custom_style.html", "//head", 0);
            customContentInjector.Inject("customhtml/logo.html", "//body", 1);
            customContentInjector.Inject("customhtml/custom_content_after_logo.html", "//body", 2);
            customContentInjector.Inject("customhtml/custom_content_at_end.html", "//body");
            htmlProcessor.PostCustomContentProcess();
            new TocAndBookMarkGenerator(htmDocument, pdfDocument).AddTocAndBookMark();


            var document =
                HtmlConverter.ConvertToDocument(htmDocument.DocumentNode.OuterHtml, pdfDocument, converterProperties);
            document.Flush();


            var lcg = new LayeredCodeSamplesGenerator(pdfDocument, fontProvider, ResourceDirectory);
            lcg.AddCodeSample("sample1", "Signature validation example");
            pagNumberHandler.SetPages(pdfDocument.GetNumberOfPages());

            if (pdfDocument.GetStructTreeRoot() != null) {
                StructTreePostProcessor.Traverse(pdfDocument.GetStructTreeRoot());
            }

            TraverseOutlines(pdfDocument);
            pdfDocument.Close();
        }

        /// <summary>
        /// For each outline in the document, we Add the SD entry to satisfy the PDF/UA2 conformance.
        /// </summary>
        /// <param name="pdfDocument">The Pdf document</param>
        private static void TraverseOutlines(PdfDocument pdfDocument) {
            var catalog = pdfDocument.GetCatalog().GetPdfObject();
            var outlines = catalog.GetAsDictionary(PdfName.Outlines);


            var current = outlines.GetAsDictionary(PdfName.First);
            while (current != null) {
                var action = current.GetAsDictionary(PdfName.A);
                action.Put(PdfName.SD, new PdfArray());
                current = current.GetAsDictionary(PdfName.Next);
            }
        }
    }
}






ReleaseNotesGenerator/ReleaseNotesGenerator.csproj

<Project Sdk="Microsoft.NET.Sdk">

    <PropertyGroup>
        <OutputType>Exe</OutputType>
        <TargetFramework>net8.0</TargetFramework>
        <LangVersion>8</LangVersion>
        <Nullable>enable</Nullable>
        <PublishAot>true</PublishAot>
        <InvariantGlobalization>true</InvariantGlobalization>
    </PropertyGroup>

    <ItemGroup>
      <PackageReference Include="HtmlAgilityPack" Version="1.11.70" />
      <PackageReference Include="itext.bouncy-castle-adapter" Version="9.0.0" />
        <PackageReference Include="itext.commons" Version="9.0.0" />
      <PackageReference Include="itext7.pdfhtml" Version="6.0.0" />
        <PackageReference Include="Pkcs11Interop" Version="5.1.1" />
    </ItemGroup>

    <ItemGroup>
        <Content Include="resources\**\*.*">
            <CopyToOutputDirectory>PreserveNewest</CopyToOutputDirectory>
        </Content>
    </ItemGroup>

    <ItemGroup>
      <Folder Include="resources\kb.itextpdf.com\__assets-c2adfbc7-08e1-45d7-9879-4f5707dce348\css\" />
      <Folder Include="resources\kb.itextpdf.com\__assets-c8b5fc36-7492-425a-8d1f-0ecc2748ed70\css\" />
      <Folder Include="resources\kb.itextpdf.com\__theme\css\" />
    </ItemGroup>
</Project>







ReleaseNotesGenerator/Utils/AddPdfACompliantPageNumbers.cs

using System;
using iText.Kernel.Font;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Canvas;
using iText.Kernel.Pdf.Event;
using iText.Pdfa;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    ///  This is an example of an event handler that adds a header and a footer to a PDF/A document.
    ///  We need to tag the number as an artifact instead of real content as The PDF/A standard says that footer contents are artifacts. 
    /// </summary>
    public class AddPdfACompliantPageNumbers : AbstractPdfDocumentEventHandler {
        private readonly PdfFont font;
        private int pages = 0;

        public AddPdfACompliantPageNumbers(PdfFont font) {
            this.font = font;
        }


        protected override void OnAcceptedEvent(AbstractPdfDocumentEvent @event) {
            var docEvent = (PdfDocumentEvent)@event;
            var page = docEvent.GetPage();
            var pageNum = docEvent.GetDocument().GetPageNumber(page);
            var canvas = new PdfCanvas(page);
            canvas.SetDrawingOnPage(true);
            canvas.BeginText();
            canvas.SetFontAndSize(font, 12);
            canvas.BeginMarkedContent(PdfName.Artifact);
            canvas.MoveText(450, 20);
            canvas.ShowText($"Page {pageNum} of {pages}");
            canvas.EndText();
            canvas.Stroke();
            canvas.EndMarkedContent();
            canvas.Release();
        }

        public void SetPages(int numberOfPages) {
            pages = numberOfPages;
        }
    }
}






ReleaseNotesGenerator/Utils/CustomContentInjector.cs

using System.IO;
using HtmlAgilityPack;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Inject custom html temmplates into the html document
    /// </summary>
    public class CustomContentInjector {
        private readonly HtmlDocument htmlDocument;
        private readonly string resourceDirectory;

        public CustomContentInjector(HtmlDocument htmlDocument, string resourceDirectory) {
            this.htmlDocument = htmlDocument;
            this.resourceDirectory = resourceDirectory;
        }

        public void Inject(string fileName, string xpathDestination, int indexInXpath) {
            var path = Path.Combine(Directory.GetCurrentDirectory(), resourceDirectory, fileName);
            var node = HtmlNode.CreateNode(File.ReadAllText(path));
            htmlDocument.DocumentNode.SelectSingleNode(xpathDestination)?
                .ChildNodes.Insert(indexInXpath, node);
        }

        public void Inject(string fileName, string xpathDestination) {
            var path = Path.Combine(Directory.GetCurrentDirectory(), resourceDirectory, fileName);
            var node = HtmlNode.CreateNode(File.ReadAllText(path));
            htmlDocument.DocumentNode.SelectSingleNode(xpathDestination)?
                .ChildNodes.Append(node);
        }
    }
}






ReleaseNotesGenerator/Utils/CustomHTagWorker.cs

using iText.Html2pdf.Attach;
using iText.Html2pdf.Attach.Impl.Tags;
using iText.Layout;
using iText.Layout.Element;
using iText.StyledXmlParser.Node;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Currently we need to set the role of the paragraph to neutral
    /// Because the pdf 2.0 spec doesn't allow for paragraphs to be direct children of a Hn element
    /// </summary>
    public class CustomHTagWorker : HTagWorker {
        public CustomHTagWorker(IElementNode element, ProcessorContext context) : base(element, context) {
        }

        public override IPropertyContainer GetElementResult() {
            var elementResult = base.GetElementResult();
            if (!(elementResult is Div divResult)) {
                return elementResult;
            }

            foreach (var child in divResult.GetChildren()) {
                if (child is Paragraph paragraph) {
                    paragraph.SetNeutralRole();
                }
            }

            return elementResult;
        }
    }
}






ReleaseNotesGenerator/Utils/CustomPdfSigner.cs

using System.IO;
using iText.Forms.Fields;
using iText.Kernel.Pdf;
using iText.Kernel.Validation;
using iText.Layout.Tagging;
using iText.Signatures;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Custom PdfA compliant signer
    /// Need some minor tweaks to make signing UA compliant 
    /// </summary>
    public class CustomPdfSigner : PdfSigner {
        public CustomPdfSigner(PdfReader reader, Stream outputStream, StampingProperties properties) : base(reader,
            outputStream, properties) {
        }

        protected override PdfDocument InitDocument(PdfReader reader, PdfWriter writer,
            StampingProperties properties) {
            var initDocument = base.InitDocument(reader, writer, properties);
            initDocument.GetDiContainer().Register(typeof(ValidationContainer), new ValidationContainer());
            return initDocument;
        }

        protected override void ApplyAccessibilityProperties(PdfFormField formField,
            IAccessibleElement modelElement, PdfDocument pdfDocument) {
            formField.GetFirstFormAnnotation().Put(PdfName.Contents, new PdfString("Signature Block"));
            base.ApplyAccessibilityProperties(formField, modelElement, pdfDocument);
        }
    }
}






ReleaseNotesGenerator/Utils/CustomTagWorkerFactory.cs

using System.Collections.Generic;
using iText.Html2pdf.Attach;
using iText.Html2pdf.Attach.Impl;
using iText.StyledXmlParser.Node;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// We need to override the default tag worker factory to provide custom tag workers for svg and h tags
    /// This is mainly related to PDF/UA support not 100% there for html2pdf
    /// </summary>
    public class CustomTagWorkerFactory : DefaultTagWorkerFactory {
        private static readonly HashSet<string> HTags = new HashSet<string> {
            "h1", "h2", "h3", "h4", "h5", "h6"
        };

        public override ITagWorker GetCustomTagWorker(IElementNode tag, ProcessorContext context) {
            if (tag.Name() == "svg") {
                return new SvgWorker(tag, context);
            }

            return HTags.Contains(tag.Name())
                ? new CustomHTagWorker(tag, context)
                : base.GetCustomTagWorker(tag, context);
        }
    }
}






ReleaseNotesGenerator/Utils/EIdSigner.cs

using System;
using System.Collections.Generic;
using System.IO;
using System.Linq;
using iText.Bouncycastle.X509;
using iText.Commons.Bouncycastle.Cert;
using iText.Forms.Fields.Properties;
using iText.Forms.Form.Element;
using iText.IO.Image;
using iText.Kernel.Crypto;
using iText.Kernel.Font;
using iText.Kernel.Geom;
using iText.Kernel.Pdf;
using iText.Signatures;
using Path = System.IO.Path;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    ///  Example implementation of signing a pdf with an eID card
    /// Currently only supports Belgium and Portugal
    /// Should be tweakable to support other countries take a look where the EIDRelatedConfigs are used
    /// And adapt it to your country specific settings
    /// </summary>
    public class EIdSigner {
        private static readonly Dictionary<string, Tuple<string, string, string>> EidRelatedConfigs =
            new Dictionary<string, Tuple<string, string, string>> {
                {
                    "portugal", new Tuple<string, string, string>(@"C:\Windows\System32\pteidpkcs11.dll",
                        "CITIZEN SIGNATURE CERTIFICATE", "Portuguese eID N")
                }, {
                    "belgium", new Tuple<string, string, string>(
                        @"C:\Program Files (x86)\Belgium Identity Card\FireFox Plugin Manifests\beid_ff_pkcs11_64.dll",
                        "Signature", "Belgium eID")
                }
            };

        private readonly string resourceDirectory;
        private readonly string fileName;
        private readonly string fileToSign;
        private readonly string countryToUseForSigning;

        public EIdSigner(string resourceDirectory, string fileName, string fileToSign, string countryToUseForSigning) {
            this.resourceDirectory = resourceDirectory;
            this.fileName = fileName;
            this.fileToSign = fileToSign;
            this.countryToUseForSigning = countryToUseForSigning;
        }


        public void Sign(int pageNumber, int xCoordinate, int yCoordinate, string reason, string location) {
            using var signature = new Pkcs11Signature(EidRelatedConfigs[countryToUseForSigning].Item1);
            using var pdfReader = new PdfReader(fileName);
            using var result = File.Create(fileToSign);
            // list available slots
            var slots = signature.GetAvailbaleSlots();
            // select the slot containing a Belgian eId card

            var slot = slots.FirstOrDefault(s =>
                EidRelatedConfigs[countryToUseForSigning].Item3.Equals(s.TokenModel));
            if (slot == null) {
                throw new Exception("No eId card available.");
            }
            // setting the pin here is not needed, and it will be asked interactievely anyhow for signing

            //list available keys
            var keys = signature.GetCertificatesWithPrivateKeys(slot);

            // On a Belgian eId card there are two keys available
            // which both can produce a valid digital signature.
            // But one is designated for authentication purposes and the other for digital signatures.  
            // The keys and their certificate are labelled as such
            //
            // here we search for the key to sign with
            var key = keys.FindLast(k =>
                k.CertificateLabel.Equals(EidRelatedConfigs[countryToUseForSigning].Item2));
            if (key == null) {
                throw new Exception("No valid key found.");
            }

            // Select the key and certificate to be used
            signature.SelectSigningKeyAndCertificate(key);

            var pdfSigner = new CustomPdfSigner(pdfReader, result, new StampingProperties().UseAppendMode());
            IX509Certificate[] certificateWrappers =
                signature.GetChain().Select(e => new X509CertificateBC(e)).ToArray();

            signature.SetDigestAlgorithmName(DigestAlgorithms.SHA256);

            var signerProperties = new SignerProperties();

            signerProperties.SetFieldName("signature");
            pdfSigner.SetSignerProperties(signerProperties);

            var imageData = ImageDataFactory.Create(Path.Combine(Directory.GetCurrentDirectory(),
                resourceDirectory, "images", "signature.png"));


            signerProperties.SetLocation(location)
                .SetReason(reason);
            var appearanceText = new SignedAppearanceText();
            var signatureAppearance =
                new SignatureFieldAppearance(SignerProperties.IGNORED_ID)
                    .SetContent(appearanceText, imageData);

            signatureAppearance.GetAccessibilityProperties().SetAlternateDescription("Signature block");
            var font = PdfFontFactory.CreateFont(Path.Combine(Directory.GetCurrentDirectory(), resourceDirectory,
                "font", "NotoSans-Regular.ttf"));
            signatureAppearance.SetFont(font);
            signerProperties.SetPageNumber(pageNumber)
                .SetPageRect(new Rectangle(xCoordinate, yCoordinate, 400, 200))
                .SetSignatureAppearance(signatureAppearance);

            pdfSigner.SignDetached(signature, certificateWrappers, null, null, null, 1024 * 15,
                PdfSigner.CryptoStandard.CMS);
        }
    }
}
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using System.Linq;
using HtmlAgilityPack;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Process the html document to remove unwanted nodes and add custom attributes
    /// And also resolve relative links and add alt attribute to images which  don't have it  
    /// </summary>
    public class HtmlProcessor {
        private readonly HtmlDocument htmlDocument;

        public HtmlProcessor(HtmlDocument htmlDocument) {
            this.htmlDocument = htmlDocument;
        }

        public void PreCustomContentProcess() {
            RemoveUnwantedNodes();
        }

        public void PostCustomContentProcess() {
            //Add alt attribute to images to avoid accessibility issues
            foreach (var selectNode in htmlDocument.DocumentNode.SelectNodes("//img")) {
                if (selectNode.GetAttributeValue("alt", "") == "") {
                    selectNode.SetAttributeValue("alt", "Image");
                }
            }

            //Add alt attribute to images to avoid accessibility issues
            foreach (var selectNode in htmlDocument.DocumentNode.SelectNodes("//svg")) {
                if (selectNode.GetAttributeValue("alt", "") == "") {
                    selectNode.SetAttributeValue("alt", "Image");
                }
            }

            //Resolve relative links
            foreach (var selectNode in htmlDocument.DocumentNode.SelectNodes("//a")) {
                var href = selectNode.GetAttributeValue("href", "");
                if (!href.StartsWith("http") && !href.StartsWith("#")) {
                    selectNode.SetAttributeValue("href", "https://kb.itextpdf.com/itext/" + href.Replace(".html", ""));
                }
            }
        }

        private void RemoveUnwantedNodes() {
            htmlDocument.DocumentNode
                .Descendants()
                .ToList() //avoiding InvalidOperationException
                .Where(IsUnWantedNode)
                .Select(p => p.XPath)
                .ToList()
                .ForEach(p => htmlDocument.DocumentNode.SelectSingleNode(p)?.Remove());
        }

        private bool IsUnWantedNode(HtmlNode node) {
            if (node.Name == "header" && node.GetAttributeValue("class", "") != "article-header") {
                return true;
            }

            switch (node.Name) {
                case "footer":
                case "script":
                case "nav":
                case "link" when node.GetAttributeValue("rel", "") == "stylesheet":
                    return true;
            }

            if (node.Name == "button" && node.GetAttributeValue("class", "") ==
                "vp-a11y-skip-trigger vp-js-a11y-navigation-toggle") {
                return true;
            }

            if (node.Name == "div" && node.GetAttributeValue("class", "") == "vp-error-log") {
                return true;
            }

            if (node.Name == "div" && node.GetAttributeValue("class", "").Contains("table-overlay")) {
                return true;
            }

            if (node.Name == "vp-a11y-skip-controller") {
                return true;
            }

            return false;
        }
    }
}
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using System.Drawing;
using System.IO;
using iText.Html2pdf;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Layer;
using iText.Layout;
using iText.Layout.Element;
using iText.Layout.Font;
using Rectangle = iText.Kernel.Geom.Rectangle;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Generates a layer from code samples which are toggled on and off
    /// By default we will show java code samples.
    /// </summary>
    public class LayeredCodeSamplesGenerator {
        private readonly PdfDocument pdfDocument;
        private readonly FontProvider fontProvider;
        private readonly string ResourceDirectory;

        public LayeredCodeSamplesGenerator(PdfDocument document, FontProvider fontProvider, string resourceDirectory) {
            this.pdfDocument = document;
            this.fontProvider = fontProvider;
            ResourceDirectory = resourceDirectory;
        }

        public void AddCodeSample(string name, string title) {
            var page = pdfDocument.AddNewPage();
            var pageRectangle = page.GetPageSize();
            //Apply a4 page margins
            pageRectangle.ApplyMargins(36, 36, 36, 36, false);
            AddLayer(page, pageRectangle, title, name, true);
            AddLayer(page, pageRectangle, title, name, false);
        }

        private void AddLayer(PdfPage page, Rectangle pageRectangle, string title, string name, bool isJava) {
            var canvas = new Canvas(page, pageRectangle);
            var pdfLayer = new PdfLayer(title + (isJava ? " (java)" : " (C#)"), pdfDocument);
            pdfLayer.SetOn(isJava);
            canvas.GetPdfCanvas().BeginLayer(pdfLayer);
            var sharpCode = File.ReadAllText(Path.Combine(Directory.GetCurrentDirectory(),
                ResourceDirectory,
                "codeSamples", name + "-" + (isJava ? "java" : "sharp") + ".html"));

            var converterProperties = new ConverterProperties().SetFontProvider(fontProvider);
            converterProperties.SetTagWorkerFactory(new CustomTagWorkerFactory());
            var elements = HtmlConverter.ConvertToElements(sharpCode, converterProperties);
            foreach (var element in elements) {
                if (element is IBlockElement blockElement) {
                    canvas.Add(blockElement);
                }
            }

            canvas.GetPdfCanvas().EndLayer();
            canvas.Flush();
            canvas.Close();
        }
    }
}
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using System;
using System.Collections.Generic;
using iText.Kernel.Crypto;
using iText.Signatures;
using Net.Pkcs11Interop.Common;
using Net.Pkcs11Interop.HighLevelAPI;
using Net.Pkcs11Interop.HighLevelAPI.Factories;
using Net.Pkcs11Interop.HighLevelAPI.MechanismParams;
using Org.BouncyCastle.Asn1.X509;
using Org.BouncyCastle.X509;

namespace ReleaseNotesGenerator.Utils {
     public class Pkcs11Signature : IExternalSignature, IDisposable
    {
        private IPkcs11Library pkcs11Library;
        private IObjectHandle privateKeyHandle;

        private X509Certificate[] chain;
        private string signatureAlgorithmName;
        private string digestAlgorithmName;
        private byte[] pin;

        private List<CKA> pkAttributeKeys;
        private List<CKA> certAttributeKeys;
        private ObjectAttributeFactory objectAttributeFactory;
        private SlotInfo selectedSlot;
        private ISession chachedSession;
        private bool loggedIn = false;

        public Pkcs11Signature(string libraryPath)
        {
            pkAttributeKeys = new List<CKA>();
            pkAttributeKeys.Add(CKA.CKA_KEY_TYPE);
            pkAttributeKeys.Add(CKA.CKA_LABEL);
            pkAttributeKeys.Add(CKA.CKA_ID);

            certAttributeKeys = new List<CKA>();
            certAttributeKeys.Add(CKA.CKA_VALUE);
            certAttributeKeys.Add(CKA.CKA_LABEL);
            certAttributeKeys.Add(CKA.CKA_ID);
            certAttributeKeys.Add(CKA.CKA_CERTIFICATE_CATEGORY);

            objectAttributeFactory = new ObjectAttributeFactory();

            var factories = new Pkcs11InteropFactories();
            pkcs11Library = factories.Pkcs11LibraryFactory.LoadPkcs11Library(factories, libraryPath, AppType.MultiThreaded);
        }

        /// <summary>
        /// List the available slots and their token.
        /// </summary>
        /// <returns>the available slots and their token</returns>
        public List<Pkcs11Signature.SlotInfo> GetAvailbaleSlots()
        {
            var result = new List<Pkcs11Signature.SlotInfo>();
            foreach (var slot in pkcs11Library.GetSlotList(SlotsType.WithOrWithoutTokenPresent))
            {
                result.Add(new Pkcs11Signature.SlotInfo(slot));
            }
            return result;
        }
        /// <summary>       
        /// List the key info of keys and linked certificates available trough the selected Pkcs11 library.
        /// 
        /// A key can be used by multiple certificates.
        /// </summary>
        /// <param name="slotId">The numerical slot id</param>
        /// <returns>a list of key info of keys and linked certificates available trough the selected Pkcs11 library</returns>
        public List<Pkcs11KeyInfo> GetCertificatesWithPrivateKeys(ulong slotId) {
            var slot = pkcs11Library.GetSlotList(SlotsType.WithOrWithoutTokenPresent).FindLast(s => s.SlotId == slotId);
            if (slot == null)
            {
                throw new Exception("slot with slot id " + slotId + " was not found.");
            }
            return GetCertificatesWithPrivateKeys(new Pkcs11Signature.SlotInfo(slot));
        }


        /// <summary>       
        /// List the key info of keys and linked certificates available trough the selected Pkcs11 library.
        /// 
        /// A key can be used by multiple certificates.
        /// </summary>
        /// <param name="slotInfo">The slotinfo to retrieve the keys and certificates from</param>
        /// <returns>a list of key info of keys and linked certificates available trough the selected Pkcs11 library</returns>
        public List<Pkcs11KeyInfo> GetCertificatesWithPrivateKeys(SlotInfo slotInfo)
        {
            var result = new List<Pkcs11KeyInfo>();
            if (slotInfo.TokenPresent)
            {
                var session = GetSession(slotInfo);
                {
                    List<IObjectAttribute> attributes = new List<IObjectAttribute>();
                    attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_PRIVATE_KEY));
                    List<IObjectHandle> keys = session.FindAllObjects(attributes);

                    foreach (var key in keys)
                    {
                        List<IObjectAttribute> keyAttributes = session.GetAttributeValue(key, pkAttributeKeys);

                        attributes.Clear();
                        attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_CERTIFICATE));
                        attributes.Add(objectAttributeFactory.Create(CKA.CKA_CERTIFICATE_TYPE, CKC.CKC_X_509));
                        attributes.Add(objectAttributeFactory.Create(CKA.CKA_ID, keyAttributes[2].GetValueAsByteArray()));
                        List<IObjectHandle> certificates = session.FindAllObjects(attributes);
                        foreach (var linkedCertificate in certificates)
                        {
                            List<IObjectAttribute> certificateAttributes = session.GetAttributeValue(linkedCertificate, certAttributeKeys);
                            result.Add(new Pkcs11KeyInfo(slotInfo, keyAttributes[2].GetValueAsByteArray(), keyAttributes[1]?.GetValueAsString(), certificateAttributes[0].GetValueAsByteArray(), certificateAttributes[1]?.GetValueAsString()));
                        }
                    }
                }
            }
            return result;
        }
        
        /// <summary>
        /// Selects the key and certificate that will be used for signing.
        /// </summary>
        /// <param name="key"> The key and certificate to be used.</param>
        /// <param name="keyId"></param>
        /// <returns></returns>
        /// <exception cref="Exception"></exception>
        public Pkcs11Signature SelectSigningKeyAndCertificate(Pkcs11KeyInfo key)
        {
            var session = GetSession(key.SlotInfo);
            var objectAttributeFactory = new ObjectAttributeFactory();

            List<IObjectAttribute> attributes = new List<IObjectAttribute>();
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_PRIVATE_KEY));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_ID, key.KeyId));
            List<IObjectHandle> keys = session.FindAllObjects(attributes);

            if (keys.Count != 1)
            {
                throw new Exception("Key " + System.Convert.ToBase64String(key.KeyId) + " not found in token " + key.SlotInfo.TokenModel + " " + key.SlotInfo.TokenLabel);
            }

            privateKeyHandle = keys[0];

            List<IObjectAttribute> keyAttributes = session.GetAttributeValue(privateKeyHandle, pkAttributeKeys);

            var type = keyAttributes[0].GetValueAsUlong();
            switch (type)
            {
                case (ulong)CKK.CKK_RSA:
                    signatureAlgorithmName = "RSA";
                    break;
                case (ulong)CKK.CKK_DSA:
                    signatureAlgorithmName = "DSA";
                    break;
                case (ulong)CKK.CKK_ECDSA:
                    signatureAlgorithmName = "ECDSA";
                    break;
            }

            attributes.Clear();
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_CERTIFICATE));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CERTIFICATE_TYPE, CKC.CKC_X_509));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_VALUE, key.CertificateBytes));
            List<IObjectHandle> certificates = session.FindAllObjects(attributes);
            if (certificates.Count != 1)
            {
                ;
                throw new Exception("Certificate " + key.Certificate + "not found in token " + key.SlotInfo.TokenModel + " " + key.SlotInfo.TokenLabel);
            }

            var certificate = certificates[0];
            List<IObjectAttribute> certificateAttributes = session.GetAttributeValue(certificate, certAttributeKeys);
            var x509Certificate = new X509Certificate(X509CertificateStructure.GetInstance(certificateAttributes[0].GetValueAsByteArray()));

            List<X509Certificate> x509Certificates = new List<X509Certificate>();
            x509Certificates.Add(x509Certificate);
            attributes.Clear();
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_CERTIFICATE));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CERTIFICATE_TYPE, CKC.CKC_X_509));
            List<IObjectHandle> otherCertificates = session.FindAllObjects(attributes);
            foreach (var otherCertificate in otherCertificates)
            {
                if (!certificate.ObjectId.Equals(otherCertificate.ObjectId))
                {
                    certificateAttributes = session.GetAttributeValue(otherCertificate, certAttributeKeys);
                    var otherX509Certificate = new X509Certificate(X509CertificateStructure.GetInstance(certificateAttributes[0].GetValueAsByteArray()));
                    x509Certificates.Add(otherX509Certificate);
                }
            }
            this.chain = x509Certificates.ToArray();
            return this;
        }

        public void Dispose()
        {
            if (pin != null)
            {
                Array.Clear(pin, 0, pin.Length);
            }
            selectedSlot?.Slot.CloseAllSessions();
            pkcs11Library?.Dispose();
        }

        public X509Certificate[] GetChain()
        {
            CheckKeySelected();
            return chain;
        }

        public bool UsePssForRsaSsa { get; set; }

        /// <summary>
        /// Set the pin when needed
        /// Remark, a copy of this value will be stored. You have to clean out the original value for security as soon as possible.
        /// 
        /// Sometimes the pin is only needed to perform the actual signing, sometimes it is needed for quering the keys.
        /// 
        /// On failure the pin will be reset to avoid locking tokens after too many failed login attempts        
        /// </summary>
        public byte[] Pin
        {
            get => pin;
            set
            {
                if (pin != null)
                {
                    Array.Clear(pin, 0, pin.Length);
                }
                if (value != null)
                {
                    pin = new byte[value.Length];
                    Array.Copy(value, pin, pin.Length);
                }
                else
                {
                    pin = null;
                }
            }
        }

        public string GetSignatureAlgorithmName()
        {
            CheckKeySelected();
            return UsePssForRsaSsa && "RSA".Equals(signatureAlgorithmName) ? "RSASSA-PSS" : signatureAlgorithmName;
        }

        public ISignatureMechanismParams GetSignatureMechanismParameters()
        {
            CheckKeySelected();
            return UsePssForRsaSsa && "RSA".Equals(signatureAlgorithmName) ? RSASSAPSSMechanismParams.CreateForDigestAlgorithm(digestAlgorithmName) : null;
        }

        public string GetDigestAlgorithmName()
        {
            return digestAlgorithmName;
        }

        public Pkcs11Signature SetDigestAlgorithmName(String digestAlgorithmName)
        {
            this.digestAlgorithmName = DigestAlgorithms.GetDigest(DigestAlgorithms.GetAllowedDigest(digestAlgorithmName));
            return this;
        }

        public byte[] Sign(byte[] message)
        {
            CheckKeySelected();
            var mechanismFactory = new MechanismFactory();
            IMechanism mechanism;

            switch (signatureAlgorithmName)
            {
                case "DSA":
                    switch (digestAlgorithmName)
                    {
                        case "SHA1":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA1);
                            break;
                        case "SHA224":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA224);
                            break;
                        case "SHA256":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA256);
                            break;
                        case "SHA384":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA384);
                            break;
                        case "SHA512":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA512);
                            break;
                        default:
                            throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                    }
                    break;
                case "ECDSA":
                    switch (digestAlgorithmName)
                    {
                        case "SHA1":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA1);
                            break;
                        case "SHA224":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA224);
                            break;
                        case "SHA256":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA256);
                            break;
                        case "SHA384":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA384);
                            break;
                        case "SHA512":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA512);
                            break;
                        default:
                            throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                    }
                    break;
                case "RSA":
                    if (UsePssForRsaSsa)
                    {
                        var mechanismParamsFactory = new MechanismParamsFactory();
                        IMechanismParams pssParams = null;
                        switch (digestAlgorithmName)
                        {
                            case "SHA1":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA_1, (ulong)CKG.CKG_MGF1_SHA1, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA1_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA224":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA224, (ulong)CKG.CKG_MGF1_SHA224, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA224_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA256":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA256, (ulong)CKG.CKG_MGF1_SHA256, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA256_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA384":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA384, (ulong)CKG.CKG_MGF1_SHA384, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA384_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA512":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA224, (ulong)CKG.CKG_MGF1_SHA224, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA512_RSA_PKCS_PSS, pssParams);
                                break;
                            default:
                                throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                        }
                    }
                    else
                    {
                        switch (digestAlgorithmName)
                        {
                            case "SHA1":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA1_RSA_PKCS);
                                break;
                            case "SHA224":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA224_RSA_PKCS);
                                break;
                            case "SHA256":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA256_RSA_PKCS);
                                break;
                            case "SHA384":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA384_RSA_PKCS);
                                break;
                            case "SHA512":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA512_RSA_PKCS);
                                break;
                            default:
                                throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                        }
                    }
                    break;
                default:
                    throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
            }
            var session = GetSession(selectedSlot);
            try
            {
                return session.Sign(mechanism, privateKeyHandle, message);
            }
            catch (Exception e)
            {
                if (pin != null)
                {
                    Array.Clear(pin, 0, pin.Length);
                    pin = null;
                }
                selectedSlot?.Slot.CloseAllSessions();
                throw;
            }
        }

        private ISession GetSession(SlotInfo slotInfo)
        {
            if (slotInfo == selectedSlot && chachedSession != null)
            {
                LogIn();
                return chachedSession;
            }
            if (chachedSession != null)
            {
                chachedSession.CloseSession();
                slotInfo.Slot.CloseAllSessions();
            }
            chachedSession = slotInfo.GetSession();
            selectedSlot = slotInfo;
            LogIn();
            return chachedSession;
        }

        private void LogIn()
        {
            if (pin != null && !loggedIn)
            {
                try
                {
                    chachedSession.Login(CKU.CKU_USER, pin);
                }
                catch (Exception e)
                {
                    Array.Clear(pin, 0, pin.Length);
                    pin = null;
                    throw;
                }
                loggedIn = true;
            }
        }


        private void CheckKeySelected()
        {
            if (privateKeyHandle == null)
                throw new Exception("Invalid state, no key selected yet.");            
        }

        public class SlotInfo
        {
            private ISlotInfo slotInfo;
            private ISlot slot;
            private ITokenInfo tokenInfo;

            internal SlotInfo(ISlot slot)
            {
                this.slot = slot;
                this.slotInfo = slot.GetSlotInfo();
                if (slotInfo.SlotFlags.TokenPresent)
                {
                    this.tokenInfo = slot.GetTokenInfo();
                }
            }
            
            public ulong SlotId { get => slotInfo.SlotId; }
            public string SlotDescription { get => slotInfo.SlotDescription; }
            public bool HardwareSlot { get => slotInfo.SlotFlags.HardwareSlot; }
            public bool RemovableDevice { get => slotInfo.SlotFlags.RemovableDevice; }
            public bool TokenPresent { get => slotInfo.SlotFlags.TokenPresent; }
            public string TokenModel { get => tokenInfo?.Model; }
            public string TokenLabel { get => tokenInfo?.Label; }
            public bool LoginRequired { get => tokenInfo?.TokenFlags.LoginRequired ?? false; }

            internal ISlot Slot { get => slot; }
            internal ISlotInfo GetSlotInfo() { return slotInfo; }
            internal ITokenInfo GetTokenInfo() { return tokenInfo; }

            internal ISession GetSession()
            {
                return slot.OpenSession(SessionType.ReadOnly);
            }
        }

        /// <summary>
        /// Contains info about keys available trough pkcs 11 container    
        /// </summary>
        public class Pkcs11KeyInfo
        {
            /// <summary>
            /// The key id
            /// </summary>
            public byte[] KeyId { get; }
            /// <summary>
            /// The label of the key
            /// </summary>
            public string KeyLabel { get; }            

            /// <summary>
            /// The certificate associated with the key
            /// </summary>
            public X509Certificate Certificate { get; }

            /// <summary>
            /// The label assigned to the certificate
            /// </summary>
            public string CertificateLabel { get; }
            public SlotInfo SlotInfo { get; internal set; }

            internal byte[] CertificateBytes;
            internal Pkcs11KeyInfo(SlotInfo slotInfo, byte[] keyId, string keyLabel, byte[] certificate, string certificateLabel)
            {
                this.SlotInfo = slotInfo;
                this.KeyId = keyId;
                this.KeyLabel = keyLabel;
                this.CertificateBytes = certificate;
                this.Certificate = new X509Certificate(X509CertificateStructure.GetInstance(certificate));
                this.CertificateLabel = certificateLabel;
            }
        }
    }
}
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using System;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Tagging;

namespace ReleaseNotesGenerator {
    /// <summary>
    /// Some additional processing of the structure tree. To make sure that we are compliant with the PDF/UA standard.
    /// </summary>
    internal static class StructTreePostProcessor {
        public static void Traverse(IStructureNode node) {
            if (node == null) {
                return;
            }

            if (node is PdfStructElem str) {
                bool hasLang = str.GetPdfObject().ContainsKey(PdfName.Lang);
                if (hasLang) {
                    var lang = str.GetPdfObject().GetAsName(PdfName.Lang);
                    if (lang == null) {
                        str.GetPdfObject().Remove(PdfName.Lang);
                        str.SetModified();
                    }
                }
            }


            if (!(node is PdfMcrNumber) && !(node is PdfObjRef) && !(node is PdfMcrDictionary)) {
                foreach (var kid in node.GetKids()) {
                    Traverse(kid);
                }
            }
        }
    }
}
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using System;
using System.Collections.Generic;
using System.IO;
using System.IO.Compression;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Build a structured zip file from a directory
    /// While ignoring some directories and files
    /// </summary>
    public static class StructuredZipFolderBuilder {
        public static void StructuredZip(ZipArchive archive, string sourceDirName,
            CompressionLevel compressionLevel = CompressionLevel.Fastest) {
            var folders = new Stack<string>();

            folders.Push(sourceDirName);

            do {
                var currentFolder = folders.Pop();
                foreach (var file in Directory.GetFiles(currentFolder)) {
                    if (file.Contains("bin")
                        || file.Contains("obj")
                        || file.Contains(".git")
                        || file.Contains("kb.itextpdf.com")
                        || file.Contains(".vs")
                        || file.Contains(".pdf")
                        || file.Contains(".zip")
                        || file.Contains("ValidationExample")
                        || file.Contains(".idea")
                        || file.Contains(".user")) {
                        continue;
                    }

                    Console.WriteLine("Adding file: " + file);
                    archive.CreateEntryFromFile(file, file[(sourceDirName.Length + 1)..], compressionLevel);
                }

                foreach (var item in Directory.GetDirectories(currentFolder)) {
                    folders.Push(item);
                }
            } while (folders.Count > 0);
        }
    }
}
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using iText.Html2pdf.Attach;
using iText.Html2pdf.Attach.Impl.Tags;
using iText.Layout.Tagging;
using iText.StyledXmlParser.Node;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Custom svg worker to set the alternate description for the svg element
    /// </summary>
    public class SvgWorker : SvgTagWorker {
        public SvgWorker(IElementNode element, ProcessorContext context) : base(element, context) {
        }

        public override void ProcessEnd(IElementNode element, ProcessorContext context) {
            base.ProcessEnd(element, context);
            var elementResult = GetElementResult();
            if (elementResult is IAccessibleElement ae) {
                ae.GetAccessibilityProperties().SetAlternateDescription("Logo iText");
            }
        }
    }
}
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using System;
using HtmlAgilityPack;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Action;
using iText.Kernel.Pdf.Navigation;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Generate Table of Contents and Bookmarks for the PDF
    /// </summary>
    public class TocAndBookMarkGenerator {
        private readonly HtmlDocument htmDocument;
        private readonly PdfDocument pdfDocument;

        public TocAndBookMarkGenerator(HtmlDocument htmDocument, PdfDocument pdfDocument) {
            this.htmDocument = htmDocument;
            this.pdfDocument = pdfDocument;
        }

        public void AddTocAndBookMark() {
            var tableOfContentsTitle = "Table of Contents";
            var tocTitleNode = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) {
                Name = "h2",
                InnerHtml = tableOfContentsTitle
            };
            htmDocument.DocumentNode.SelectSingleNode("//body")?.ChildNodes.Insert(3, tocTitleNode);
            var tocTableNode = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) {
                Name = "ul"
            };
            tocTableNode.SetAttributeValue("class", "page-break-me");

            var bookMarks = pdfDocument.GetOutlines(false);
            bookMarks.SetTitle("Bookmarks");

            //Get all h1 nodes and add a class to them
            var nodesThatShouldBeInTocAndBookMarks = htmDocument.DocumentNode.SelectNodes("//h2");
            foreach (var h1Node in nodesThatShouldBeInTocAndBookMarks) {
                if (h1Node.InnerText == tableOfContentsTitle) {
                    continue;
                }

                var tdNode = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) {
                    Name = "li"
                };
                var aNode = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) {
                    Name = "a"
                };
                if (string.IsNullOrEmpty(h1Node.Id)) {
                    h1Node.Id = Guid.NewGuid().ToString();
                }

                aNode.Attributes.Append("href", "#" + h1Node.Id);
                aNode.InnerHtml = h1Node.InnerText;
                tdNode.ChildNodes.Append(aNode);
                tocTableNode.ChildNodes.Append(tdNode);

                var outline = bookMarks.AddOutline(h1Node.InnerText);
                outline.AddAction(PdfAction.CreateGoTo(h1Node.Id));
            }

            htmDocument.DocumentNode.SelectSingleNode("//body")?.ChildNodes.Insert(4, tocTableNode);
        }
    }
}
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#!/usr/bin/env bash
wget --mirror --convert-links -l 1 --adjust-extension --page-requisites --no-parent https://kb.itextpdf.com/itext/release-itext-core-9-0
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    This is a special iText PDF



  

  For this release, we have decided to create a PDF file that showcases a lot of what is possible with iText by Apryse.



  This is no ordinary PDF, as it is PDF/A-4, PDF/UA-2 and WTPDF compliant, created with the help of pdfHTML.



  You can read more about it  below.
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    Features of this PDF



    
      			
        Used pdfHTML to generate the PDF content (the HTML content is attached)
      



      			
        It is both PDF/A-4 and PDF/UA-2 compliant (making it also a WTPDF)
      



      			
        There is a MAC protected (AES 256 Encryted, SHA 256 Protected. Password is 'itext') version of this PDF attached (had to be separate, as PDF/A-4 does not allow it)
      



      			
        Digitally signed using a Portuguese Identity Card (scroll below to check the code on how to validate it!)
      



      			
         The main logo is generated using iText's custom SVG rendering engine 
      



      			
        Dynamically generated table of contents and bookmarks
      



      			
        Creatively used Layers to toggle between Java and .NET code below
      



      			
        Automatic Pagination by using our Events engine
      



    



    To run the project (using .NET 8), just check the instructions on the attached file README.md.



  

  
     Signed off by:
  

  
     Generated by: 
     Content:  Ian Morris
     Source code:  Guust Ysebie 
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    Addendum: Signature validation example java



    
package com.itextpdf.signatures;
import com.itextpdf.kernel.pdf.PdfDocument;
import com.itextpdf.kernel.pdf.PdfReader;
import com.itextpdf.signatures.validation.SignatureValidationProperties;
import com.itextpdf.signatures.validation.SignatureValidator;
import com.itextpdf.signatures.validation.ValidationOcspClient;
import com.itextpdf.signatures.validation.ValidatorChainBuilder;
import com.itextpdf.signatures.validation.context.CertificateSource;
import com.itextpdf.signatures.validation.context.CertificateSources;
import com.itextpdf.signatures.validation.context.TimeBasedContext;
import com.itextpdf.signatures.validation.context.TimeBasedContexts;
import com.itextpdf.signatures.validation.context.ValidatorContext;
import com.itextpdf.signatures.validation.context.ValidatorContexts;
import com.itextpdf.signatures.validation.report.ValidationReport;
import java.io.IOException;
import java.time.Duration;

public class ValidationExample {
    public static void main(String[] args) {
        String path = "<path/to/signed/pdf>";
        SignatureValidationProperties properties = GetSignatureValidationProperties();
        properties.addOcspClient(new ValidationOcspClient());
        properties.addCrlClient(new CrlClientOnline());
        IssuingCertificateRetriever certificateRetriever = new IssuingCertificateRetriever();
        ValidatorChainBuilder validatorChainBuilder = new ValidatorChainBuilder();
        validatorChainBuilder.withIssuingCertificateRetrieverFactory(
                () -> certificateRetriever).withSignatureValidationProperties(properties);
        ValidationReport report;
        try (PdfDocument document = new PdfDocument(new PdfReader(path))) {
            SignatureValidator validator = validatorChainBuilder.buildSignatureValidator(document);
            // Validate all signatures in the document.
            report = validator.validateSignatures();
        } catch (IOException e) {
            throw new RuntimeException(e);
        }
        System.out.println(report);
    }

    private static SignatureValidationProperties GetSignatureValidationProperties() {
        SignatureValidationProperties properties = new SignatureValidationProperties();
        properties.setRevocationOnlineFetching(ValidatorContexts.all(), CertificateSources.all(), TimeBasedContexts
                .all(), SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH);
        properties.setFreshness(ValidatorContexts.All(), CertificateSources.all(), TimeBasedContexts.of(
                TimeBasedContext.HISTORICAL), Duration.ofDays(-5));
        properties.setContinueAfterFailure(
                ValidatorContexts.of(ValidatorContext.OCSP_VALIDATOR, ValidatorContext.CRL_VALIDATOR),
                CertificateSources.of(CertificateSource.CRL_ISSUER, CertificateSource.OCSP_ISSUER, CertificateSource
                        .CERT_ISSUER), false);
        return properties;
    }
}
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    Addendum: Verify the signature using iText (C#)



    
    
using System;
using iText.Commons.Bouncycastle.Cert;
using iText.Commons.Bouncycastle.Crypto;
using iText.Commons.Utils;
using iText.Kernel.Exceptions;
using iText.Kernel.Pdf;
using iText.Signatures;
using iText.Signatures.Validation;
using iText.Signatures.Validation.Context;
using iText.Signatures.Validation.Report;

namespace ValidationExample {
    class Program {
        static void Main(string[] args) {
            var path = @"<path/to/signed/pdf>";
            var properties = GetSignatureValidationProperties();
            properties.AddOcspClient(new ValidationOcspClient());
            properties.AddCrlClient(new CrlClientOnline());
            var certificateRetriever = new IssuingCertificateRetriever();
            var validatorChainBuilder = new ValidatorChainBuilder();
            validatorChainBuilder
                .WithIssuingCertificateRetrieverFactory(
                    () => certificateRetriever)
                .WithSignatureValidationProperties(properties);
            ValidationReport report;
            using (var document = new PdfDocument(new PdfReader(path))) {
                var validator = validatorChainBuilder.BuildSignatureValidator(document);
                // Validate all signatures in the document.
                report = validator.ValidateSignatures();
            }
            Console.WriteLine(report.ToString());
        }

        private static SignatureValidationProperties GetSignatureValidationProperties() {
            var properties = new SignatureValidationProperties();
            properties.SetRevocationOnlineFetching(ValidatorContexts.All(), CertificateSources.All()
                 , TimeBasedContexts.All(),
                  SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH);
             properties.SetFreshness(ValidatorContexts.All(), CertificateSources.All(), TimeBasedContexts.Of(
                 TimeBasedContext.HISTORICAL), TimeSpan.FromDays(-5));
             properties.SetContinueAfterFailure(
                 ValidatorContexts.Of(ValidatorContext.OCSP_VALIDATOR, 
                 ValidatorContext.CRL_VALIDATOR),
                 CertificateSources.Of(CertificateSource.CRL_ISSUER,
                 CertificateSource.OCSP_ISSUER, CertificateSource
                     .CERT_ISSUER), false);
            return properties;
        }
    }
}
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