
Apsveicam iText ar 25. jubileju!

iTextக்கு 25வது ஆண்டு விழாவிற்கு வாழ்த்துகள்!

Šťastné 25. výročí iTextu!

iText के 25वें वषर्गांठ की शुभकामनाएँ!

 Gefeliciteerd met de 25e verjaardag van iText!

Happy 25th Anniversary to iText!

 iText-েক ২৫তম বািষর্কীর শুেভচ্ছা!

iText కు 25వ వారి్షకోత్సవ శుభాకాంక్షలు!

iTextન ે25મી વષર્ગાંઠની શુભકામનાઅા!ે

!iText عيد ميلاد سعيد الخامس والعشرون لـ 

Szczęśliwej 25. rocznicy dla iText!Szczęśliwej 25. rocznicy dla iText!

 С 25-летием,  С 25-летием, iText!iText!

iText-тің 25 жылдығымен құттықтаймыз!

iText کے 25ویں سالگرہ کی مبارکباد! Feliz 25º aniversário iText!

Joyeux 25e anniversaire à iText !

Herzlichen Glückwunsch zum 25. Jubiläum, iText!

 iText-in 25 illik yubileyi mübarək!

Buon 25° anniversario a iText!

Feliz 25º aniversário para iText!
З 25-річчям, iText!

З 25-годдзем, iText!

Su 25-uoju iText jubiliejumi!

iText'in 25. yıl dönümünü kutlarız!

iText को 25वीं वषर्गांठ की शुभकामनाएँ!

!iText-יום הולדת 25 שמח ל

Sugeng tanggap warsa kaping 25 kanggo iText!

iTextning 25 yillik yubileyi bilan tabriklaymiz!

iTextның 25 еллык юбилее белән котлыйбыз!

Selamat ulang tahun ke-25 untuk iText!

iText ਨੂੰ 25ਵੇਂ ਸਾਲਿਗਰਹ ਦੀਆ ਂਵਧਾਈਆ!ਂ

សូមអបអរសាទរឆ្នាំទី 25 ស្រមាប់ iText!

สุขสันต์วนัครบรอบ 25 ปี iText!

iText ಗೆ 25ನೇ ವಾಷಿರ್ಕೋತ್ಸವದ ಶುಭಾಶಯಗಳು!

iText-ന് 25-ാം വാർഷികം ആശംസകൾ!

iText အတွက် 25 နှစ်ြပည့်ေန့ကို ဂုဏ်ြပုပါသည!်

iText ପାଇଁ 25ତମ ବଷର୍ଗାଠିର ଶୁେଭଚ୍ଛା!

This is a special iText PDF
For this release, we have decided to create a PDF file that showcases a lot of 
what is possible with iText by Apryse.

This is no ordinary PDF, as it is PDF/A-4f, PDF/UA-2 and WTPDF compliant, 
created with the help of pdfHTML.

You can read more about it below.
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Release iText Core 9.1

We said the previous 9.0 release was extra-special, but 25th anniversary releases 
donʼt come along every day! So, this time we've prepared an extra-extra-special PDF 
showcase to demonstrate the improved SVG capabilities, faster tables, along with a 
bunch of advanced iText features. The pdfHTML add-on was used to turn these 
release notes into a document conforming to PDF/A-4f. You can see the SVG Text 
improvements and how it benefits pdfCalligraph, along with the major table and CSS 
enhancements.

As always, it features a dynamically generated table of contents and bookmarks, 
layers, SVG rendering, and automatic pagination using our Events engine.

We've also embedded the source code and required resources to recreate the 
document, along with a MAC-protected version of the document (use the password 
"itext" to open it), and digitally signed it with a National Identity Card too. You can 
even validate it using the included Java and C# code samples!

Release date: Feb 14th, 2025
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To celebrate both iTextʼs 25th anniversary and Valentineʼs Day, we bring you iText Core 
version 9.1. Thereʼs a lot to love about this release, with a huge performance increase in table 
creation, massively extended SVG support, and further Digital Signing goodies.

Thatʼs by no means all though, as weʼre also releasing new add-on versions across the iText 
Suite PDF SDK.

Extended SVG Support

Many additions and enhancements have been made to our in-house implementation since it 
was introduced, with coverage of the specification steadily increasing to meet customer 
needs. This release sees our biggest leap yet with over 40 tickets being closed – full marks to 
our incredible dev team!

Newly added are support for text clipping paths, 'marker-mid' properties, text decoration, and 
passing markers from <g>  elements to children. Weʼve improved general font handling, while 
some other improvements to draw attention to are in the support for relative size attributes, 
text positioning, 'direction' properties, stroke opacity, and dash patterns.

There's also improved support for CSS-specific SVG, which you can find more details on in 
the pdfHTML release notes. However, we'll call out the improved support for different CSS 
origins in SVG and referencing external resources with the @importurl()  rule.

Weʼve significantly improved the SVG moduleʼs usage of the advanced typography features 
enabled by the pdfCalligraph add-on. This, along with many other things is shown off in the 
release notes PDF.

Increased Table Performance

With iText Core 9.1 the table rendering code has been highly-optimized, particularly when it 
comes to tagged tables. If you look at the comparison graphs below, you can see there is a 
huge reduction in the time iText takes to create a table.
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Time taken to render tables is greatly reduced, especially as table size increases

Digital Signatures

Weʼre continually working on iTextʼs digital signing and validation capabilities to provide a 
unique breadth of support in the market. MAC integrity protection support is extended to 
support two-step signing. Thereʼs also new code examples for signing with the Cloud Signing 
Consortium (CSC) API, which we recently wrote about in Part V of our Digital Signing with 
iText series. You can find these in the GitHub samples repositories linked below.

Alongside that, weʼve made some general improvements (if you know, you know) to signing 
and validation. In particular, the workaround for certificates where the pathLength  parameter is 
set to 0 for the basicConstraints  extension is no longer required.

PDF/UA-2

Our PDF/UA-2 implementation is improved, specifically, when using the Annot tag for content 
elements in PDF 2.0 documents. Donʼt tell anyone, but our team is preparing further PDF/UA-
2 goodies for our next release.

Pull Requests

For this release, weʼd like to thank Stefan Bechtold for submitting a PR adding support for 
styling tables with nth-last pseudo class selectors. Thanks also to Artyom Skrobov for 
squashing a bug when decoding an empty PdfString, and finally Zuzu-Typ for fixes to the 
kernel PDF encryption constants documentation.

Bug Fixes and Miscellaneous
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Thereʼs an update for merge handling when remote and embedded go-to actions are present, 
and we resolved a customer issue related to decoding Xref streams with missing bytes.

Many bugs have been resolved for SVG rendering and CSS layout. In addition, general 
bugfixes have been made to font and text handling, form fields, signing and validation, and 
more.

Other Stuff

As always, you can see the Changelog below to see the full rundown on whatʼs new in Core, 
and details of other improvements and bugfixes for this release.

If you use iText for digital signing, you may be interested in the Digital Signatures 
Hub which contains a ton of useful resources and examples.

Donʼt forget that in addition to the resources on our Knowledge Base, on our GitHub you can 
find a ton of useful up-to-date samples in the following repos:

Java

https://github.com/itext/itext-publications-examples-java•

https://github.com/itext/itext-publications-book-java•

https://github.com/itext/itext-publications-signing-examples-java•

https://github.com/itext/itext-publications-signatures-java•

https://github.com/itext/itext-publications-highlevel-java•

https://github.com/itext/itext-publications-jumpstart-java•

.NET

https://github.com/itext/itext-publications-samples-dotnet•

If you want to create ZUGFeRD/Factur-X-e-invoices with iText Core, we have both 
Java and .NET code samples available targeting the current ZUGFeRD/Factur-X 
specification. They demonstrate how to embed the XML invoice data and add the 
metadata required for conformance. Read this article to learn more about 
ZUGFeRD/Factur-X, and using these code samples to create EN 16931-compatible 
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e-invoices.

Bear in mind that our master  branch contains samples for the current stable release, while the 
default develop  branch is for the bleeding edge commits towards the next release.

Also, donʼt forget to check out the release-related examples below, as well as the updated 
Core add-ons in the iText Suite weʼve released this time:

iText Suite 9.1 Releases

Release pdfCalligraph 5.0.1•
Release pdfHTML 6.1•
Release pdfOCR 4.0.1•
Release pdfSweep 5.0.1•
Release pdfXFA 5.0.1•

Release Related Examples

Adding a digital signature placeholder in HTML templates•
Adding Bookmarks / Table of Contents to a pdfHTML conversion document•
Overview: Using CSS in SVG with iText SDK•

Downloads

GitHub Maven NuGet Artifactory

iText Core – 9.1.0 (Java) link link N/A link

iText Core – 9.1.0 (.NET) link N/A link link

Changelog

New features

Implement Text - Advanced Fonts•

SVG Text text-decoration•
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Clipping paths on text•

Support ‘marker-midʼ property•

Support underlined text, dashed lines•

Pass markers from <g> element to its children•

Support display none and visibility hidden (except text)•

Improvements

Table performance improvements•

Typography usage in SVG•

Support relative sized SVG in img and object HTML elements•

Support ‘directionʼ property•

Text position improvements•

Add default fonts to BasicFontProvider for SVG•

Check childLength calculations with several fonts•

Text Whitespace handling•

Support stroke dash pattern in layout for text elements•

Support MAC integrity protection in two step signing•

OCSP verifier support alternate CertID representations•

Provide injecting of http, ocsp and crl clients in validation chain•

Re-evaluate Basic constraints handling of pathLenConstraint•

Improve documentation for FontProvider.addFont methods•

PdfFontFactory.registerDirectory recursive search•

Add support for multiple parents in PdfLayer•

Inconsitent id when creating formFieldElements•

Make EventManager thread-safe•

Update verapdf to the latest version•
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Bug fixes

BIDI is not correct when converting SVG•

<polygon>: tops of figures are cut•

Fix percent width&height resolving of top level SVG when it is used from html•

Improve relative values support•

Support color related style attribute and values for SVG image•

Division by zero in AbstractBranchSvgNodeRenderer#calculateAndApplyViewBox 
results in NPE at

•

PdfFormXObject#calculateBBoxMultipliedByMatrix level•

SVG transformation matrix applied incorrectly•

Improve viewBox applying for AbstractBranchSvgNodeRenderer•

Get rid of unexpected deformation when rotating a marker with 
preserveAspectRatio="none"

•

Wrong displaying of svg if invalid url attribute for fill property set•

Rounded rectangle with rx or ry negative displayed incorrectly•

Incorrect display of ellipse with absent Rx, Ry•

SVG, SXP: transformations with invalid arguments cause NPE•

addAnnotation method doesn't annotate content elements with Annot tag when PDF 
version is 2.0

•

Renderer splitup issue•

Flex container with table splitup issue•

Error decoding stream with FlateDecodeFilter and DecodeParams•

Timestamp signature validation fails over encapMessageContent•

Set print flag to the newly created signature field in PdfSigner•

Default font size is calculated incorrectly for rotated form fields•

Fix explicit destination handling in case of Remote go-to and Embedded go-to actions•
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Deprecation of Older iText Versions

We're taking this opportunity to announce End of Life dates for deprecated iText versions. 
EOL for iText 7.1 will be April 2025, and iText 7.2 will be October 2025. As for iText 8.0, this 
will reach EOL in October 2026.

EOL for these versions means they will transition to maintenance mode, and only 
receive security patches. However, just as with iText 5 we will continue to provide 
support for our customers. Even though iText 5 has been in maintenance mode 
since 2016, we regularly release new versions to address CVEs and other security-
related bugfixes. See CVEs or the iText 5-specific CVEs page for more information.

Contributors

Weʼd like to shout out the following contributors for this anniversary release:

Core team

Eugene Bochilo○

Dmitry Chubrick○

Angelina Pavlovets○

Alexandr Pliushchou○

Vitali Prudnikovich○

Dmitry Radchuk○

Andrei Stryhelski○

Nanou Persoons○

Glenn Volckaert○

Alexandr Fedorov○

Guust Ysebie○

Yulian Gaponenko○

Raf Hens○

•
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Product / Marketing

André Lemos○

Ian Morris○

•

Infrastructure / Devops

Marco Andries○

Yauheni Borbut○

•

Research

Michael Demey○

Vlad Lipskiy○

•

Input from other teams

Rainer Plöckl○

Alison Anderson○

•

Input from outside

Michael Klink○

Matthias Valvekens○

•

eBooks

Blockchain for PDF Documents•
iText: Jump-Start Tutorial for .NET•
iText: Jump-Start Tutorial for Java•
iText: Converting HTML to PDF with pdfHTML•
iText: Building Blocks•
Best iText 7 Questions on StackOverflow•

Installation Instructions

Installing iText for Java•
Installing iText for .NET•
Installing iText Community for Java developers•
Installing iText Community for .NET developers•

Examples (latest ones)
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PAdES Signing High Level API•
iText Core: Signature Appearance Improvements•
iText 8.0.2 Delivers PDF/A-4 Support•
High-level Annotation Flattening•
FIPS & SHA3 Examples for iText Core 8.0.0•

FAQ (latest ones)

I upgraded to iText version 7 or 8, how do I use my license?•
How to change a background Image into a watermark by altering the opacity?•
How to change the text color of an AcroForm field?•
Is it safe to remove XFA?•
How to fill XFA form using iText without breaking usage rights?•

Features of this PDF

Used pdfHTML to generate the PDF content (the HTML content is attached)•

It is both PDF/A-4f and PDF/UA-2 compliant (making it also a WTPDF)•

There is a MAC protected (AES 256 Encryted, SHA 256 Protected. Password is 
'itext') version of this PDF attached (had to be separate, as PDF/A-4 does not 
allow it)

•

Digitally signed using a Portuguese Identity Card (scroll below to check the code 
on how to validate it!)

•

The main logo is generated using iText's custom SVG rendering engine•

Dynamically generated table of contents and bookmarks•

Creatively used Layers to toggle between Java and .NET code below•

Automatic Pagination by using our Events engine•

Fonts were subsetted for a smaller file size•

To run the project (using .NET 8), just check the instructions on the attached file 
README.md .

Signed off by: 
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Generated by: Content: Ian Morris Source code: Guust Ysebie
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SVG to PDF conversion by iText

The SVG module is a core component of iText which performs the operations of converting an
SVG image into a PDF document, or low-level PDF syntax for actual document pages. Note, that
current page and banner on the first page are created by converting two SVG files using external
CSS styles into PDF syntax. See attached svgOverview.svg, svgExample.svg and svgStyle.css to
check how it looks in browser.

SVG is converted into vector image, so it is possible to e.g. copy text, unlike a rasterized image
Text and tspan elements support:

interaction with pdfCalligraph for complex scripts
relative and absolute positioning for text
text clipping path
text-decoration property
text-anchor and direction properties

Basic shapes such as ellipse, circle, rectangle, line, path, polygon, polyline are supported,
same for group, image, marker, symbol, use tags
Most common SVG and CSS attributes

CSS is supported in style attribute or tag and as external stylesheet
Relative values support (percents, em, rem)
Clipping paths support
Linear gradient and pattern support
svg tag support:

nested SVGs
preserveAspectRatio attribute
relative values for width and height

Non-scaling-stroke vector-effect is supported for basic shapes
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Addendum: Signature validation example java

package com.itextpdf.signatures; 

import com.itextpdf.kernel.pdf.PdfDocument; 

import com.itextpdf.kernel.pdf.PdfReader; 

import com.itextpdf.signatures.validation.SignatureValidationProperties; 

import com.itextpdf.signatures.validation.SignatureValidator; 

import com.itextpdf.signatures.validation.ValidationOcspClient; 

import com.itextpdf.signatures.validation.ValidatorChainBuilder; 

import com.itextpdf.signatures.validation.context.CertificateSource; 

import com.itextpdf.signatures.validation.context.CertificateSources; 

import com.itextpdf.signatures.validation.context.TimeBasedContext; 

import com.itextpdf.signatures.validation.context.TimeBasedContexts; 

import com.itextpdf.signatures.validation.context.ValidatorContext; 

import com.itextpdf.signatures.validation.context.ValidatorContexts; 

import com.itextpdf.signatures.validation.report.ValidationReport; 

import java.io.IOException; 

import java.time.Duration; 

 

public class ValidationExample { 

    public static void main(String[] args) { 

        String path = "<path/to/signed/pdf>"; 

        SignatureValidationProperties properties = GetSignatureValidationProperties(); 

        properties.addOcspClient(new ValidationOcspClient()); 

        properties.addCrlClient(new CrlClientOnline()); 

        IssuingCertificateRetriever certificateRetriever = new IssuingCertificateRetriever(); 

        ValidatorChainBuilder validatorChainBuilder = new ValidatorChainBuilder(); 

        validatorChainBuilder.withIssuingCertificateRetrieverFactory( 

                () -> certificateRetriever).withSignatureValidationProperties(properties); 

        ValidationReport report; 

        try (PdfDocument document = new PdfDocument(new PdfReader(path))) { 

            SignatureValidator validator = validatorChainBuilder.buildSignatureValidator(document); 

            // Validate all signatures in the document. 

            report = validator.validateSignatures(); 

        } catch (IOException e) { 

            throw new RuntimeException(e); 

        } 

        System.out.println(report); 

    } 

 

    private static SignatureValidationProperties GetSignatureValidationProperties() { 

        SignatureValidationProperties properties = new SignatureValidationProperties(); 

        properties.setRevocationOnlineFetching(ValidatorContexts.all(), CertificateSources.all(), TimeBasedContexts 

                .all(), SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH); 

        properties.setFreshness(ValidatorContexts.All(), CertificateSources.all(), TimeBasedContexts.of( 

                TimeBasedContext.HISTORICAL), Duration.ofDays(-5)); 

        properties.setContinueAfterFailure( 

                ValidatorContexts.of(ValidatorContext.OCSP_VALIDATOR, ValidatorContext.CRL_VALIDATOR), 

                CertificateSources.of(CertificateSource.CRL_ISSUER, CertificateSource.OCSP_ISSUER, CertificateSource 

                        .CERT_ISSUER), false); 

        return properties; 

    } 

} 

Addendum: Verify the signature using iText (C#)

using System; 
using iText.Commons.Bouncycastle.Cert; 
using iText.Commons.Bouncycastle.Crypto; 
using iText.Commons.Utils; 
using iText.Kernel.Exceptions; 
using iText.Kernel.Pdf; 
using iText.Signatures; 
using iText.Signatures.Validation; 
using iText.Signatures.Validation.Context; 
using iText.Signatures.Validation.Report; 
 
namespace ValidationExample { 
    class Program { 
        static void Main(string[] args) { 
            var path = @"<path/to/signed/pdf>"; 
            var properties = GetSignatureValidationProperties(); 
            properties.AddOcspClient(new ValidationOcspClient()); 
            properties.AddCrlClient(new CrlClientOnline()); 
            var certificateRetriever = new IssuingCertificateRetriever(); 
            var validatorChainBuilder = new ValidatorChainBuilder(); 
            validatorChainBuilder 
                .WithIssuingCertificateRetrieverFactory( 
                    () => certificateRetriever) 
                .WithSignatureValidationProperties(properties); 
            ValidationReport report; 
            using (var document = new PdfDocument(new PdfReader(path))) { 
                var validator = validatorChainBuilder.BuildSignatureValidator(document); 
                // Validate all signatures in the document. 
                report = validator.ValidateSignatures(); 
            } 
            Console.WriteLine(report.ToString()); 
        } 
 
        private static SignatureValidationProperties GetSignatureValidationProperties() { 
            var properties = new SignatureValidationProperties(); 
            properties.SetRevocationOnlineFetching(ValidatorContexts.All(), CertificateSources.All() 
                 , TimeBasedContexts.All(), 
                  SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH); 
             properties.SetFreshness(ValidatorContexts.All(), CertificateSources.All(), TimeBasedContexts.Of( 
                 TimeBasedContext.HISTORICAL), TimeSpan.FromDays(-5)); 
             properties.SetContinueAfterFailure( 
                 ValidatorContexts.Of(ValidatorContext.OCSP_VALIDATOR, 
                 ValidatorContext.CRL_VALIDATOR), 
                 CertificateSources.Of(CertificateSource.CRL_ISSUER, 
                 CertificateSource.OCSP_ISSUER, CertificateSource 
                     .CERT_ISSUER), false); 
            return properties; 
        } 
    } 
} 
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# How to run this project from source code.

1. `cd` to `ReleaseNotesGenerator/resources`
2. Change the url in the `wget-download-command.sh` script to the desired version
3. execute this script `./wget-download-command.sh`
4. Change back again to the folder where `ReleaseNotesGenerator.csproj` is located
4. Run with `dotnet run`

# How to recreate the pdf with from the PDF document.

1. Extract the embedded `source-code.zipx` (This is just a zip file but some pdf processors don't allow downloading of
   those )
2. Change file name to `source-code.zip`
3. Extract zip archive
4. Follow the steps from `How to run this project from source code.`

```text
    sourcecode //source folder
        README.md //file
        ReleaseNotesGenerator //folder
            Program.cs //file
```

2. Execute steps from `run this project from source code`

# verapdf verification for PDF/UA2 and PDF/A4

```xml
<report>
  <buildInformation>
    <releaseDetails id="core" version="1.26.5" buildDate="2025-01-10T12:08:00+03:00"></releaseDetails>
    <releaseDetails id="validation-model" version="1.26.5" buildDate="2025-01-10T12:10:00+03:00"></releaseDetails>
    <releaseDetails id="gui" version="1.26.5" buildDate="2025-01-10T12:43:00+03:00"></releaseDetails>
  </buildInformation>
  <jobs>
    <job>
      <item size="5118296">
        <name>C:\Users\Admin\Downloads\release_notes_9.1.0.pdf</name>
      </item>
      <validationReport jobEndStatus="normal" profileName="PDF/UA-2 + Tagged PDF validation profile" statement="PDF file is compliant with Validation Profile requirements." isCompliant="true">
        <details passedRules="1744" failedRules="0" passedChecks="103506" failedChecks="0"></details>
      </validationReport>
      <duration start="1739801507219" finish="1739801507760">00:00:00.541</duration>
    </job>
  </jobs>
  <batchSummary totalJobs="1" failedToParse="0" encrypted="0" outOfMemory="0" veraExceptions="0">
    <validationReports compliant="1" nonCompliant="0" failedJobs="0">1</validationReports>
    <featureReports failedJobs="0">0</featureReports>
    <repairReports failedJobs="0">0</repairReports>
    <duration start="1739801507215" finish="1739801507768">00:00:00.553</duration>
  </batchSummary>
</report>
```

```xml
<report>
  <buildInformation>
    <releaseDetails id="core" version="1.26.5" buildDate="2025-01-10T12:08:00+03:00"></releaseDetails>
    <releaseDetails id="validation-model" version="1.26.5" buildDate="2025-01-10T12:10:00+03:00"></releaseDetails>
    <releaseDetails id="gui" version="1.26.5" buildDate="2025-01-10T12:43:00+03:00"></releaseDetails>
  </buildInformation>
  <jobs>
    <job>
      <item size="5118296">
        <name>C:\Users\Admin\Downloads\release_notes_9.1.0.pdf</name>
      </item>
      <validationReport jobEndStatus="normal" profileName="PDF/A-4F validation profile" statement="PDF file is compliant with Validation Profile requirements." isCompliant="true">
        <details passedRules="108" failedRules="0" passedChecks="47741" failedChecks="0"></details>
      </validationReport>
      <duration start="1739801551782" finish="1739801552127">00:00:00.345</duration>
    </job>
  </jobs>
  <batchSummary totalJobs="1" failedToParse="0" encrypted="0" outOfMemory="0" veraExceptions="0">
    <validationReports compliant="1" nonCompliant="0" failedJobs="0">1</validationReports>
    <featureReports failedJobs="0">0</featureReports>
    <repairReports failedJobs="0">0</repairReports>
    <duration start="1739801551778" finish="1739801552145">00:00:00.367</duration>
  </batchSummary>
</report>
```
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# How to run this project from source code.

1. `cd` to `ReleaseNotesGenerator/resources`
2. Change the url in the `wget-download-command.sh` script to the desired version
3. execute this script `./wget-download-command.sh`
4. Change back again to the folder where `ReleaseNotesGenerator.csproj` is located
4. Run with `dotnet run`

# How to recreate the pdf with from the PDF document.

1. Extract the embedded `source-code.zipx` (This is just a zip file but some pdf processors don't allow downloading of
   those )
2. Change file name to `source-code.zip`
3. Extract zip archive
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      </validationReport>
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  <buildInformation>
    <releaseDetails id="core" version="1.26.5" buildDate="2025-01-10T12:08:00+03:00"></releaseDetails>
    <releaseDetails id="validation-model" version="1.26.5" buildDate="2025-01-10T12:10:00+03:00"></releaseDetails>
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  <jobs>
    <job>
      <item size="5118296">
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      </item>
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  <batchSummary totalJobs="1" failedToParse="0" encrypted="0" outOfMemory="0" veraExceptions="0">
    <validationReports compliant="1" nonCompliant="0" failedJobs="0">1</validationReports>
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Microsoft Visual Studio Solution File, Format Version 12.00
Project("{FAE04EC0-301F-11D3-BF4B-00C04F79EFBC}") = "ReleaseNotesGenerator", "ReleaseNotesGenerator\ReleaseNotesGenerator.csproj", "{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}"
EndProject
Project("{FAE04EC0-301F-11D3-BF4B-00C04F79EFBC}") = "ValidationExample", "ValidationExample\ValidationExample.csproj", "{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}"
EndProject
Global
	GlobalSection(SolutionConfigurationPlatforms) = preSolution
		Debug|Any CPU = Debug|Any CPU
		Release|Any CPU = Release|Any CPU
	EndGlobalSection
	GlobalSection(ProjectConfigurationPlatforms) = postSolution
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Debug|Any CPU.ActiveCfg = Debug|Any CPU
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Debug|Any CPU.Build.0 = Debug|Any CPU
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Release|Any CPU.ActiveCfg = Release|Any CPU
		{1EB8DF15-0E3D-418D-8FB7-58909DF6538F}.Release|Any CPU.Build.0 = Release|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Debug|Any CPU.ActiveCfg = Debug|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Debug|Any CPU.Build.0 = Debug|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Release|Any CPU.ActiveCfg = Release|Any CPU
		{6F64E3FF-4F72-471E-AC8F-20938E6A2EA1}.Release|Any CPU.Build.0 = Release|Any CPU
	EndGlobalSection
EndGlobal







ReleaseNotesGenerator/Program.cs

using System;
using System.Diagnostics;
using System.IO;
using System.IO.Compression;
using System.Linq;
using System.Text;
using HtmlAgilityPack;
using iText.Commons.Utils;
using iText.Html2pdf;
using iText.Html2pdf.Resolver.Font;
using iText.Kernel.Font;
using iText.Kernel.Geom;
using iText.Kernel.Mac;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Canvas;
using iText.Kernel.Pdf.Event;
using iText.Kernel.Pdf.Filespec;
using iText.Kernel.Pdf.Tagging;
using iText.Kernel.Pdf.Tagutils;
using iText.Kernel.Pdf.Xobject;
using iText.Kernel.XMP;
using iText.Layout;
using iText.Layout.Borders;
using iText.Layout.Element;
using iText.Layout.Properties;
using iText.Licensing.Base;
using iText.Pdfa;
using iText.Svg.Converter;
using iText.Svg.Processors;
using iText.Svg.Processors.Impl;
using ReleaseNotesGenerator.Utils;
using Path = System.IO.Path;

namespace ReleaseNotesGenerator {
    internal static class Program {
        //Don't change these variables
        private const string ResourceDirectory = "resources";

        //You can change these variables 
        private const string Version = "9.1.0";
        private const string Password = "itext";
        private static readonly string FileName = $"release_notes_{Version}.pdf";
        private const string MacProtectedName = "release_notes_mac_protected.pdf";
        private const string HugeTableLayoutedName = "huge_table_layouted.pdf";
        private const int NumberOfCellsInHugeTable = 10000;
        private const CountrySigning CountryUsedForSigning = CountrySigning.PORTUGAL;
        private const string PageToConvert = "release-itext-core-9-1.html";
        private const string SigningReason = "Release notes for iText " + Version;
        private const string SigningLocation = "Ghent (Belgium)";
        private const string SignatureFieldName = "signature_id";
        private const string SvgExampleFile = "happyAnniversary";


        static void Main(string[] args) {
            Console.WriteLine($"Generating release notes for version {Version}...");
            LicenseKey.LoadLicenseFile(new FileInfo("../../../resources/all-products.json"));
            GenerateMainPdfDocument();
        }

        private static void GenerateMainPdfDocument() {
            var pdfDocument = CreateWtpdfDocument();
            AddMacProtectedVersion(pdfDocument);
            AddSourceCodeFiles(pdfDocument);
            
            var tableLyoutingPrompt = "Do you want to create a PDF with huge table and attach it to release notes? (y/n)";
            Console.WriteLine(tableLyoutingPrompt);
            var layoutTable = Console.ReadLine();
            if (layoutTable != null && layoutTable.ToLower().Equals("y")) {
                Stopwatch sw = Stopwatch.StartNew();
                GenerateAndAttachPdfWithHugeTableToMeasurePerformance(pdfDocument);
                sw.Stop();
                Console.WriteLine("Generating a table with " + NumberOfCellsInHugeTable + " cells takes " + sw.ElapsedMilliseconds + " milliseconds.");
            }

            GeneratePdfFromHtmlAndSvg(pdfDocument);
            var fileInfo = new FileInfo(FileName);
            Console.WriteLine("Generated release notes for version " + Version + " in " +
                              fileInfo.FullName);
            var signPrompt = "Do you want to sign the document with a " + CountryUsedForSigning +
                             " eID card? (y/n)";
            Console.WriteLine(signPrompt);
            var sign = Console.ReadLine();
            if (sign != null && sign.ToLower().Equals("y")) {
                SignDocument();
            }
        }

        private static PdfDocument CreateWtpdfDocument() {
            var path = Path.Combine(Directory.GetCurrentDirectory(), ResourceDirectory, "sRGB Color Space Profile.icm");
            var outputIntent = new PdfOutputIntent(
                "Custom",
                "",
                "http://www.color.org",
                "sRGB IEC61964-2.1", File.Open(path, FileMode.Open, FileAccess.Read)
            );
            var writerProperties = new WriterProperties().SetPdfVersion(PdfVersion.PDF_2_0);
            var pdfDocument = new PdfADocument(new PdfWriter(FileName, writerProperties), PdfAConformance.PDF_A_4F,
                outputIntent);
            var xmpMeta = XMPMetaFactory.Parse(File.Open(Path.Combine(ResourceDirectory, "simplePdfUA2.xmp"),
                FileMode.Open, FileAccess.Read));

            pdfDocument.SetXmpMetadata(xmpMeta);
            pdfDocument.SetTagged();
            pdfDocument.GetCatalog().SetViewerPreferences(new PdfViewerPreferences().SetDisplayDocTitle(true));
            pdfDocument.GetCatalog().SetLang(new PdfString("en-US"));
            var info = pdfDocument.GetDocumentInfo();
            info.SetTitle("Release notes for iText " + Version);
            info.SetAuthor("iText Software");
            info.SetSubject("Release notes for iText " + Version);
            info.SetKeywords("iText, release notes, pdf");
            return pdfDocument;
        }

        private static void SignDocument() {
            var signedFileName = FileName.Replace(".pdf", "") + "-pkcs11-signed.pdf";
            new EIdSigner(ResourceDirectory, FileName, signedFileName, CountryUsedForSigning)
                .Sign(SignatureFieldName, SigningReason, SigningLocation);
            var fileInfo = new FileInfo(signedFileName);
            Console.WriteLine("Generated signed release notes for version " + Version + " in " + fileInfo.FullName);
        }

        private static void AddMacProtectedVersion(PdfDocument pdfDocument) {
            GenerateMacProtectedVersion();
            var macProtectedBytes = File.ReadAllBytes(MacProtectedName);
            const string macProtectedPdfTitle = "Release notes for iText " + Version + " (Mac protected).pdf";
            const string macProtectedPdfDescription =
                "This PDF is a protected version of the release notes for iText " +
                Version + " use the password '" + Password + "' to open it.";
            var spec = PdfFileSpec.CreateEmbeddedFileSpec(pdfDocument, macProtectedBytes, macProtectedPdfDescription,
                macProtectedPdfTitle, null, null, null);
            pdfDocument.AddFileAttachment(macProtectedPdfTitle, spec);
        }

        private static void AddSourceCodeFiles(PdfDocument document) {
            const string sourceCodeZipFolder = "./source-code.zip";
            const string fileTitle = "source-code.zip";
            const string fileDescription = "This zip file contains the source code to recreate this pdf.";
            const string readmeTitle = "README.md";
            const string readmeDescription =
                "This is the readme file, it contains information on how to build the project";


            //remove the zip file
            if (File.Exists(sourceCodeZipFolder)) {
                File.Delete(sourceCodeZipFolder);
            }

           
            //If executed from the bin folder, we need to go up 4 levels to get to the project directory
            var projectDirectory =
                Directory.GetParent(Directory.GetCurrentDirectory())?.Parent?.Parent?.Parent?.FullName;
           
            // If executed from the project directory, have to go up 1 level
            if (projectDirectory == null) {
                projectDirectory = Directory.GetParent(Directory.GetCurrentDirectory())?.FullName;
            }
           
            Console.WriteLine(projectDirectory);

            using (var zip = ZipFile.Open("./source-code.zip", ZipArchiveMode.Create)) {
                if (projectDirectory == null) {
                    throw new Exception("Could not find the project directory");
                }

                StructuredZipFolderBuilder.StructuredZip(zip, projectDirectory);
            }

            var readmeMd = File.ReadAllBytes(Path.Combine(projectDirectory, "README.md"));
            var readmeSpec = PdfFileSpec.CreateEmbeddedFileSpec(document, readmeMd, readmeDescription, readmeTitle,
                null, null, null);
            document.AddFileAttachment("README.md", readmeSpec);


            var fileBytes = File.ReadAllBytes(sourceCodeZipFolder);
            var spec = PdfFileSpec.CreateEmbeddedFileSpec(document, fileBytes, fileDescription, fileTitle + "x", null,
                null, PdfName.Data);
            document.AddFileAttachment(fileTitle, spec);
            
            // Add svg files and css stylesheet.
            const string svgOverview = "./resources/svg/svgOverview.svg";
            const string svgOverviewTitle = "svgOverview.svg";
            const string svgOverviewDescription = "This SVG file contains a list describing some of the features " +
                                                  "for converting SVG to PDF using iText.";
            var svgOverviewBytes = File.ReadAllBytes(svgOverview);

            var svgOverviewSpec = PdfFileSpec.CreateEmbeddedFileSpec(document, svgOverviewBytes, svgOverviewDescription,
                svgOverviewTitle, null, null, PdfName.Data);
            document.AddFileAttachment(svgOverviewTitle, svgOverviewSpec);

            string svgExample = $"./resources/svg/{SvgExampleFile}.svg";
            const string svgExampleTitle = "svgExample.svg";
            const string svgExampleDescription = "This SVG file contains an example of the main capabilities of " +
                                                 "iText for converting SVG to PDF.";
            var svgExampleBytes = File.ReadAllBytes(svgExample);
            var svgExampleSpec = PdfFileSpec.CreateEmbeddedFileSpec(document, svgExampleBytes, svgExampleDescription,
                svgExampleTitle, null, null, PdfName.Data);
            document.AddFileAttachment(svgExampleTitle, svgExampleSpec);

            const string cssStyle = "./resources/svg/svgStyle.css";
            const string cssStyleTitle = "svgStyle.css";
            const string cssStyleDescription = "This CSS file is used as embedded stylesheet while converting SVG to PDF.";
            var cssStyleBytes = File.ReadAllBytes(cssStyle);
            var cssStyleSpec = PdfFileSpec.CreateEmbeddedFileSpec(document, cssStyleBytes, cssStyleDescription,
                cssStyleTitle, null, null, PdfName.Data);
            document.AddFileAttachment(cssStyleTitle, cssStyleSpec);
        }


        private static void GenerateMacProtectedVersion() {
            var passWordBytes = Encoding.UTF8.GetBytes(Password);
            var writerProperties = new WriterProperties().SetPdfVersion(PdfVersion.PDF_2_0)
                .SetStandardEncryption(passWordBytes, passWordBytes, 0,
                    EncryptionConstants.ENCRYPTION_AES_256,
                    new MacProperties(MacProperties.MacDigestAlgorithm.SHA_256));
            var pdfDocument = new PdfDocument(new PdfWriter(MacProtectedName, writerProperties));
            GeneratePdfFromHtmlAndSvg(pdfDocument);
            pdfDocument.Close();
        }


        private static void GeneratePdfFromHtmlAndSvg(PdfDocument pdfDocument) {
            var fontProvider = new DefaultFontProvider(false, false, false);
            var baseDirectorySite = Path.Combine(Directory.GetCurrentDirectory(), ResourceDirectory, "kb.itextpdf.com",
                "itext");
            Directory.GetFiles(Path.Combine(ResourceDirectory, "font"), "*.ttf")
                .ToList().ForEach(file => fontProvider.AddFont(file));
            var converterProperties = new ConverterProperties()
                .SetBaseUri(baseDirectorySite)
                .SetImmediateFlush(false)
                .SetTagWorkerFactory(new CustomTagWorkerFactory())
                .SetFontProvider(fontProvider);

            var html = File.ReadAllText(Path.Combine(baseDirectorySite, PageToConvert));

            var font = PdfFontFactory.CreateFont(Path.Combine(Directory.GetCurrentDirectory(), ResourceDirectory,
                "font", "NotoSans-Regular.ttf"));
            var pagNumberHandler = new AddPdfACompliantPageNumbers(font);
            pdfDocument.AddEventHandler(PdfDocumentEvent.END_PAGE, pagNumberHandler);
            var htmDocument = new HtmlDocument();
            htmDocument.LoadHtml(html);

            var htmlProcessor = new HtmlProcessor(htmDocument);
            htmlProcessor.PreCustomContentProcess();
            var customContentInjector = new CustomContentInjector(htmDocument, ResourceDirectory);

            customContentInjector.Inject("customhtml/custom_style.html", "//head", 0);
            customContentInjector.Inject("customhtml/logo.html", "//body", 1);
            customContentInjector.Inject($"svg/{SvgExampleFile}.svg", "//body//div");
            customContentInjector.Inject("customhtml/custom_content_after_logo.html", "//body", 2);
            customContentInjector.Inject("customhtml/custom_content_at_end.html", "//body");
            htmlProcessor.PostCustomContentProcess();
            new TocAndBookMarkGenerator(htmDocument, pdfDocument).AddTocAndBookMark();


            var document =
                HtmlConverter.ConvertToDocument(htmDocument.DocumentNode.OuterHtml, pdfDocument, converterProperties);
            document.Flush();

            // Convert SVG to PDF
            PdfPage page = pdfDocument.AddNewPage(PageSize.A4);
            SvgConverterProperties properties = new SvgConverterProperties()
                .SetFontProvider(fontProvider)
                .SetBaseUri(Path.Combine(ResourceDirectory, "svg"));
            properties.SetCustomViewport(page.GetMediaBox());
            // TODO DEVSIX-8940 SVG: provide an easy way to create PDF/UA-2 compliant document with SVG
            PdfFormXObject xObject = SvgConverter.ConvertToXObject(
                FileUtil.GetInputStreamForFile(Path.Combine(Directory.GetCurrentDirectory(), ResourceDirectory, "svg/svgOverview.svg")),
                pdfDocument, properties);
            PdfCanvas canvas = new PdfCanvas(page);
            if (pdfDocument.IsTagged())
            {
                TagTreePointer tagTreePointer = new TagTreePointer(pdfDocument);
                tagTreePointer.AddTag(StandardRoles.FIGURE);
                tagTreePointer.SetPageForTagging(page);
                tagTreePointer.GetProperties().SetActualText("SVG overview");
                canvas.OpenTag(tagTreePointer.GetTagReference());
            }
            canvas.AddXObjectAt(xObject, xObject.GetBBox().GetAsNumber(0).FloatValue(), xObject.GetBBox().GetAsNumber(1).FloatValue());
            if (pdfDocument.IsTagged())
            {
                canvas.CloseTag();
            }
            
            var lcg = new LayeredCodeSamplesGenerator(pdfDocument, fontProvider, ResourceDirectory);
            lcg.AddCodeSample("sample1", "Signature validation example");
            pagNumberHandler.SetPages(pdfDocument.GetNumberOfPages());

            if (pdfDocument.GetStructTreeRoot() != null) {
                StructTreePostProcessor.Traverse(pdfDocument.GetStructTreeRoot());
            }

            TraverseOutlines(pdfDocument);
            pdfDocument.Close();
        }

        private static void GenerateAndAttachPdfWithHugeTableToMeasurePerformance(PdfDocument pdfDocument)
        {
            PdfDocument hugeTablePdf = new PdfDocument(new PdfWriter(HugeTableLayoutedName));
            hugeTablePdf.SetTagged();
            Document document = new Document(hugeTablePdf);
            Table table = new Table(5);
            table.UseAllAvailableWidth();
            table.SetBorderCollapse(BorderCollapsePropertyValue.COLLAPSE);
            for (int i = 0; i < NumberOfCellsInHugeTable; i++) {
                Cell cell = new Cell();
                cell.Add(new Paragraph("Hello"));
                cell.SetBorder(new SolidBorder(1));
                table.AddCell(cell);
            }

            document.Add(table);
            document.Close();
            hugeTablePdf.Close();
            
            var hugeTablePdfBytes = File.ReadAllBytes(HugeTableLayoutedName);
            const string hugeTablePdfTitle = "Pdf with layouted huge table to measure performance.pdf";
            const string hugeTablePdfDescription =
                "This PDF consists of huge table which was created by iText to measure performance improvement.";
            var spec = PdfFileSpec.CreateEmbeddedFileSpec(pdfDocument, hugeTablePdfBytes, hugeTablePdfDescription,
                hugeTablePdfTitle, null, null, null);
            pdfDocument.AddFileAttachment(hugeTablePdfTitle, spec);
        }

        /// <summary>
        /// For each outline in the document, we Add the SD entry to satisfy the PDF/UA2 conformance.
        /// </summary>
        /// <param name="pdfDocument">The Pdf document</param>
        private static void TraverseOutlines(PdfDocument pdfDocument) {
            var catalog = pdfDocument.GetCatalog().GetPdfObject();
            var outlines = catalog.GetAsDictionary(PdfName.Outlines);


            var current = outlines.GetAsDictionary(PdfName.First);
            while (current != null) {
                var action = current.GetAsDictionary(PdfName.A);
                action.Put(PdfName.SD, new PdfArray());
                current = current.GetAsDictionary(PdfName.Next);
            }
        }
    }
}
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<Project Sdk="Microsoft.NET.Sdk">

    <PropertyGroup>
        <OutputType>Exe</OutputType>
        <TargetFramework>net8.0</TargetFramework>
        <LangVersion>8</LangVersion>
        <Nullable>enable</Nullable>
        <PublishAot>true</PublishAot>
        <InvariantGlobalization>false</InvariantGlobalization>
    </PropertyGroup>

    <ItemGroup>
        <PackageReference Include="HtmlAgilityPack" Version="1.11.70" />
        <PackageReference Include="itext.bouncy-castle-adapter" Version="9.1.0" />
        <PackageReference Include="itext.commons" Version="9.1.0" />
        <PackageReference Include="itext" Version="9.1.0" />
        <PackageReference Include="itext.pdfhtml" Version="6.1.0" />
        <PackageReference Include="itext.pdfcalligraph" Version="5.0.1" />
        <PackageReference Include="Pkcs11Interop" Version="5.1.1" />
        <PackageReference Include="itext.licensing.base" Version="4.2.1"/>
    </ItemGroup>

    <ItemGroup>
        <Content Include="resources\**\*.*">
            <CopyToOutputDirectory>Always</CopyToOutputDirectory>
        </Content>
    </ItemGroup>

    <ItemGroup>
      <Folder Include="resources\kb.itextpdf.com\__assets-c2adfbc7-08e1-45d7-9879-4f5707dce348\css\" />
      <Folder Include="resources\kb.itextpdf.com\__assets-c8b5fc36-7492-425a-8d1f-0ecc2748ed70\css\" />
      <Folder Include="resources\kb.itextpdf.com\__theme\css\" />
    </ItemGroup>
</Project>
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using System;
using iText.Kernel.Font;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Canvas;
using iText.Kernel.Pdf.Event;
using iText.Pdfa;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    ///  This is an example of an event handler that adds a header and a footer to a PDF/A document.
    ///  We need to tag the number as an artifact instead of real content as The PDF/A standard says that footer contents are artifacts. 
    /// </summary>
    public class AddPdfACompliantPageNumbers : AbstractPdfDocumentEventHandler {
        private readonly PdfFont font;
        private int pages = 0;

        public AddPdfACompliantPageNumbers(PdfFont font) {
            this.font = font;
        }


        protected override void OnAcceptedEvent(AbstractPdfDocumentEvent @event) {
            var docEvent = (PdfDocumentEvent)@event;
            var page = docEvent.GetPage();
            var pageNum = docEvent.GetDocument().GetPageNumber(page);
            var canvas = new PdfCanvas(page);
            canvas.SetDrawingOnPage(true);
            canvas.BeginText();
            canvas.SetFontAndSize(font, 12);
            canvas.BeginMarkedContent(PdfName.Artifact);
            canvas.MoveText(450, 20);
            canvas.ShowText($"Page {pageNum} of {pages}");
            canvas.EndText();
            canvas.Stroke();
            canvas.EndMarkedContent();
            canvas.Release();
        }

        public void SetPages(int numberOfPages) {
            pages = numberOfPages;
        }
    }
}
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public enum CountrySigning {PORTUGAL, BELGIUM}
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using System.IO;
using HtmlAgilityPack;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Inject custom html temmplates into the html document
    /// </summary>
    public class CustomContentInjector {
        private readonly HtmlDocument htmlDocument;
        private readonly string resourceDirectory;

        public CustomContentInjector(HtmlDocument htmlDocument, string resourceDirectory) {
            this.htmlDocument = htmlDocument;
            this.resourceDirectory = resourceDirectory;
        }

        public void Inject(string fileName, string xpathDestination, int indexInXpath) {
            var path = Path.Combine(Directory.GetCurrentDirectory(), resourceDirectory, fileName);
            var node = HtmlNode.CreateNode(File.ReadAllText(path));
            htmlDocument.DocumentNode.SelectSingleNode(xpathDestination)?
                .ChildNodes.Insert(indexInXpath, node);
        }

        public void Inject(string fileName, string xpathDestination) {
            var path = Path.Combine(Directory.GetCurrentDirectory(), resourceDirectory, fileName);
            var node = HtmlNode.CreateNode(File.ReadAllText(path));
            htmlDocument.DocumentNode.SelectSingleNode(xpathDestination)?
                .ChildNodes.Append(node);
        }
    }
}
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using iText.Html2pdf.Attach;
using iText.Html2pdf.Attach.Impl.Tags;
using iText.Layout;
using iText.Layout.Element;
using iText.StyledXmlParser.Node;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Currently we need to set the role of the paragraph to neutral
    /// Because the pdf 2.0 spec doesn't allow for paragraphs to be direct children of a Hn element
    /// </summary>
    public class CustomHTagWorker : HTagWorker {
        public CustomHTagWorker(IElementNode element, ProcessorContext context) : base(element, context) {
        }

        public override IPropertyContainer GetElementResult() {
            var elementResult = base.GetElementResult();
            if (!(elementResult is Div divResult)) {
                return elementResult;
            }

            foreach (var child in divResult.GetChildren()) {
                if (child is Paragraph paragraph) {
                    paragraph.SetNeutralRole();
                }
            }

            return elementResult;
        }
    }
}






ReleaseNotesGenerator/Utils/CustomPdfSigner.cs

using System.IO;
using iText.Forms.Fields;
using iText.Kernel.Pdf;
using iText.Kernel.Validation;
using iText.Layout.Tagging;
using iText.Signatures;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Custom PdfA compliant signer
    /// Need some minor tweaks to make signing UA compliant 
    /// </summary>
    public class CustomPdfSigner : PdfSigner {
        public CustomPdfSigner(PdfReader reader, Stream outputStream, StampingProperties properties) : base(reader,
            outputStream, properties) {
        }

        protected override PdfDocument InitDocument(PdfReader reader, PdfWriter writer,
            StampingProperties properties) {
            var initDocument = base.InitDocument(reader, writer, properties);
            initDocument.GetDiContainer().Register(typeof(ValidationContainer), new ValidationContainer());
            return initDocument;
        }

        protected override void ApplyAccessibilityProperties(PdfFormField formField,
            IAccessibleElement modelElement, PdfDocument pdfDocument) {
            formField.GetFirstFormAnnotation().Put(PdfName.Contents, new PdfString("Signature Block"));
            base.ApplyAccessibilityProperties(formField, modelElement, pdfDocument);
        }
    }
}
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using System;
using System.IO;
using iText.Forms.Form.Element;
using iText.Html2pdf.Attach;
using iText.Kernel.Font;
using iText.Layout;
using iText.Layout.Borders;
using iText.StyledXmlParser.Node;

namespace ReleaseNotesGenerator.Utils
{
    public class CustomSignatureTagWorker : ITagWorker
    {
        private SignatureFieldAppearance signatureFieldAppearance;

        public CustomSignatureTagWorker(IElementNode tag, ProcessorContext context) {
            String signatureFieldId = tag.GetAttribute("id");
            signatureFieldAppearance = new SignatureFieldAppearance(signatureFieldId);
            var font = PdfFontFactory.CreateFont(Path.Combine(Directory.GetCurrentDirectory(), "resources",
                "font", "NotoSans-Regular.ttf"));
            signatureFieldAppearance.SetFont(font);
            signatureFieldAppearance.SetFontSize(12);
            signatureFieldAppearance.SetContent("Signature field");
            signatureFieldAppearance.SetBorder(new SolidBorder(1));
            String width = tag.GetAttribute("width");
            signatureFieldAppearance.SetWidth(float.Parse(width));
            signatureFieldAppearance.GetAccessibilityProperties().SetAlternateDescription("Signature field");
            String height = tag.GetAttribute("height");
            signatureFieldAppearance.SetHeight(float.Parse(height));
            signatureFieldAppearance.SetInteractive(true);
        }
        
        public void ProcessEnd(IElementNode element, ProcessorContext context)
        {
            
        }

        public bool ProcessContent(string content, ProcessorContext context)
        {
            return false;
        }

        public bool ProcessTagChild(ITagWorker childTagWorker, ProcessorContext context)
        {
            return false;
        }

        public IPropertyContainer GetElementResult()
        {
            return signatureFieldAppearance;
        }
    }
}
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using System.Collections.Generic;
using iText.Html2pdf.Attach;
using iText.Html2pdf.Attach.Impl;
using iText.StyledXmlParser.Node;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// We need to override the default tag worker factory to provide custom tag workers for svg and h tags
    /// This is mainly related to PDF/UA support not 100% there for html2pdf
    /// </summary>
    public class CustomTagWorkerFactory : DefaultTagWorkerFactory {
        private static readonly HashSet<string> HTags = new HashSet<string> {
            "h1", "h2", "h3", "h4", "h5", "h6"
        };

        public override ITagWorker GetCustomTagWorker(IElementNode tag, ProcessorContext context) {
            if (tag.Name() == "svg") {
                return new SvgWorker(tag, context);
            }

            if (tag.Name().Equals("signature-field"))
            {
                return new CustomSignatureTagWorker(tag, context);
            }

            return HTags.Contains(tag.Name())
                ? new CustomHTagWorker(tag, context)
                : base.GetCustomTagWorker(tag, context);
        }
    }
}
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using System;
using System.Collections.Generic;
using System.IO;
using System.Linq;
using iText.Bouncycastle.X509;
using iText.Commons.Bouncycastle.Cert;
using iText.Forms.Fields.Properties;
using iText.Forms.Form.Element;
using iText.IO.Image;
using iText.Kernel.Crypto;
using iText.Kernel.Font;
using iText.Kernel.Geom;
using iText.Kernel.Pdf;
using iText.Signatures;
using Path = System.IO.Path;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    ///  Example implementation of signing a pdf with an eID card
    /// Currently only supports Belgium and Portugal
    /// Should be tweakable to support other countries take a look where the EIDRelatedConfigs are used
    /// And adapt it to your country specific settings
    /// </summary>
    public class EIdSigner {
        private static readonly Dictionary<CountrySigning, Tuple<string, string, string, int>> EidRelatedConfigs =
            new Dictionary<CountrySigning, Tuple<string, string, string, int>> {
                {
                    CountrySigning.PORTUGAL, new Tuple<string, string, string, int>(@"C:\Windows\System32\pteidpkcs11.dll",
                        "CITIZEN SIGNATURE CERTIFICATE", "Portuguese eID N", 2048 * 10)
                }, {
                    CountrySigning.BELGIUM, new Tuple<string, string, string, int>(
                        @"C:\Program Files (x86)\Belgium Identity Card\FireFox Plugin Manifests\beid_ff_pkcs11_64.dll",
                        "Signature", "Belgium eID", 1024 * 10)
                }
            };

        private readonly string resourceDirectory;
        private readonly string fileName;
        private readonly string fileToSign;
        private readonly CountrySigning countryToUseForSigning;

        public EIdSigner(string resourceDirectory, string fileName, string fileToSign, CountrySigning countryToUseForSigning) {
            this.resourceDirectory = resourceDirectory;
            this.fileName = fileName;
            this.fileToSign = fileToSign;
            this.countryToUseForSigning = countryToUseForSigning;
        }


        public void Sign(string fieldName, string reason, string location) {
            using var signature = new Pkcs11Signature(EidRelatedConfigs[countryToUseForSigning].Item1);
            using var pdfReader = new PdfReader(fileName);
            using var result = File.Create(fileToSign);
            // list available slots
            var slots = signature.GetAvailbaleSlots();
            // select the slot containing a Belgian eId card

            var slot = slots.FirstOrDefault(s =>
                EidRelatedConfigs[countryToUseForSigning].Item3.Equals(s.TokenModel));
            if (slot == null) {
                throw new Exception("No eId card available.");
            }
            // setting the pin here is not needed, and it will be asked interactievely anyhow for signing

            //list available keys
            var keys = signature.GetCertificatesWithPrivateKeys(slot);

            // On a Belgian eId card there are two keys available
            // which both can produce a valid digital signature.
            // But one is designated for authentication purposes and the other for digital signatures.  
            // The keys and their certificate are labelled as such
            //
            // here we search for the key to sign with
            var key = keys.FindLast(k =>
                k.CertificateLabel.Equals(EidRelatedConfigs[countryToUseForSigning].Item2));
            if (key == null) {
                throw new Exception("No valid key found.");
            }

            // Select the key and certificate to be used
            signature.SelectSigningKeyAndCertificate(key);

            var pdfSigner = new CustomPdfSigner(pdfReader, result, new StampingProperties().UseAppendMode());
            IX509Certificate[] certificateWrappers =
                signature.GetChain().Select(e => new X509CertificateBC(e)).ToArray();

            signature.SetDigestAlgorithmName(DigestAlgorithms.SHA256);

            var signerProperties = new SignerProperties();

            signerProperties.SetFieldName(fieldName);
            pdfSigner.SetSignerProperties(signerProperties);

            var imageData = ImageDataFactory.Create(Path.Combine(Directory.GetCurrentDirectory(),
                resourceDirectory, "images", "signature.png"));


            signerProperties.SetLocation(location)
                .SetReason(reason);
            var appearanceText = new SignedAppearanceText();
            var signatureAppearance =
                new SignatureFieldAppearance(SignerProperties.IGNORED_ID)
                    .SetContent(appearanceText, imageData);

            signatureAppearance.GetAccessibilityProperties().SetAlternateDescription("Signature block");
            var font = PdfFontFactory.CreateFont(Path.Combine(Directory.GetCurrentDirectory(), resourceDirectory,
                "font", "NotoSans-Regular.ttf"));
            signatureAppearance.SetFont(font);
            signerProperties.SetSignatureAppearance(signatureAppearance);

            pdfSigner.SignDetached(signature, certificateWrappers, null, null, null, EidRelatedConfigs[countryToUseForSigning].Item4,
                PdfSigner.CryptoStandard.CMS);
        }
    }
}
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using System.Linq;
using HtmlAgilityPack;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Process the html document to remove unwanted nodes and add custom attributes
    /// And also resolve relative links and add alt attribute to images which  don't have it  
    /// </summary>
    public class HtmlProcessor {
        private readonly HtmlDocument htmlDocument;

        public HtmlProcessor(HtmlDocument htmlDocument) {
            this.htmlDocument = htmlDocument;
        }

        public void PreCustomContentProcess() {
            RemoveUnwantedNodes();
        }

        public void PostCustomContentProcess() {
            //Add alt attribute to images to avoid accessibility issues
            foreach (var selectNode in htmlDocument.DocumentNode.SelectNodes("//img")) {
                if (selectNode.GetAttributeValue("alt", "") == "") {
                    selectNode.SetAttributeValue("alt", "Image");
                }
            }

            //Add alt attribute to images to avoid accessibility issues
            foreach (var selectNode in htmlDocument.DocumentNode.SelectNodes("//svg")) {
                if (selectNode.GetAttributeValue("alt", "") == "") {
                    selectNode.SetAttributeValue("alt", "Image");
                }
            }

            //Resolve relative links
            foreach (var selectNode in htmlDocument.DocumentNode.SelectNodes("//a")) {
                var href = selectNode.GetAttributeValue("href", "");
                if (!href.StartsWith("http") && !href.StartsWith("#")) {
                    selectNode.SetAttributeValue("href", "https://kb.itextpdf.com/itext/" + href.Replace(".html", ""));
                }
            }
        }

        private void RemoveUnwantedNodes() {
            htmlDocument.DocumentNode
                .Descendants()
                .ToList() //avoiding InvalidOperationException
                .Where(IsUnWantedNode)
                .Select(p => p.XPath)
                .ToList()
                .ForEach(p => htmlDocument.DocumentNode.SelectSingleNode(p)?.Remove());
        }

        private bool IsUnWantedNode(HtmlNode node) {
            if (node.Name == "header" && node.GetAttributeValue("class", "") != "article-header") {
                return true;
            }

            switch (node.Name) {
                case "footer":
                case "script":
                case "nav":
                case "link" when node.GetAttributeValue("rel", "") == "stylesheet":
                    return true;
            }

            if (node.Name == "button" && node.GetAttributeValue("class", "") ==
                "vp-a11y-skip-trigger vp-js-a11y-navigation-toggle") {
                return true;
            }

            if (node.Name == "div" && node.GetAttributeValue("class", "") == "vp-error-log") {
                return true;
            }

            if (node.Name == "div" && node.GetAttributeValue("class", "").Contains("table-overlay")) {
                return true;
            }

            if (node.Name == "vp-a11y-skip-controller") {
                return true;
            }

            return false;
        }
    }
}
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using System.Drawing;
using System.IO;
using iText.Html2pdf;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Layer;
using iText.Layout;
using iText.Layout.Element;
using iText.Layout.Font;
using Rectangle = iText.Kernel.Geom.Rectangle;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Generates a layer from code samples which are toggled on and off
    /// By default we will show java code samples.
    /// </summary>
    public class LayeredCodeSamplesGenerator {
        private readonly PdfDocument pdfDocument;
        private readonly FontProvider fontProvider;
        private readonly string ResourceDirectory;

        public LayeredCodeSamplesGenerator(PdfDocument document, FontProvider fontProvider, string resourceDirectory) {
            this.pdfDocument = document;
            this.fontProvider = fontProvider;
            ResourceDirectory = resourceDirectory;
        }

        public void AddCodeSample(string name, string title) {
            var page = pdfDocument.AddNewPage();
            var pageRectangle = page.GetPageSize();
            //Apply a4 page margins
            pageRectangle.ApplyMargins(36, 36, 36, 36, false);
            AddLayer(page, pageRectangle, title, name, true);
            AddLayer(page, pageRectangle, title, name, false);
        }

        private void AddLayer(PdfPage page, Rectangle pageRectangle, string title, string name, bool isJava) {
            var canvas = new Canvas(page, pageRectangle);
            var pdfLayer = new PdfLayer(title + (isJava ? " (java)" : " (C#)"), pdfDocument);
            pdfLayer.SetOn(isJava);
            canvas.GetPdfCanvas().BeginLayer(pdfLayer);
            var sharpCode = File.ReadAllText(Path.Combine(Directory.GetCurrentDirectory(),
                ResourceDirectory,
                "codeSamples", name + "-" + (isJava ? "java" : "sharp") + ".html"));

            var converterProperties = new ConverterProperties().SetFontProvider(fontProvider);
            converterProperties.SetTagWorkerFactory(new CustomTagWorkerFactory());
            var elements = HtmlConverter.ConvertToElements(sharpCode, converterProperties);
            foreach (var element in elements) {
                if (element is IBlockElement blockElement) {
                    canvas.Add(blockElement);
                }
            }

            canvas.GetPdfCanvas().EndLayer();
            canvas.Flush();
            canvas.Close();
        }
    }
}






ReleaseNotesGenerator/Utils/PkCs1Signature.cs

using System;
using System.Collections.Generic;
using iText.Kernel.Crypto;
using iText.Signatures;
using Net.Pkcs11Interop.Common;
using Net.Pkcs11Interop.HighLevelAPI;
using Net.Pkcs11Interop.HighLevelAPI.Factories;
using Net.Pkcs11Interop.HighLevelAPI.MechanismParams;
using Org.BouncyCastle.Asn1.X509;
using Org.BouncyCastle.X509;

namespace ReleaseNotesGenerator.Utils {
     public class Pkcs11Signature : IExternalSignature, IDisposable
    {
        private IPkcs11Library pkcs11Library;
        private IObjectHandle privateKeyHandle;

        private X509Certificate[] chain;
        private string signatureAlgorithmName;
        private string digestAlgorithmName;
        private byte[] pin;

        private List<CKA> pkAttributeKeys;
        private List<CKA> certAttributeKeys;
        private ObjectAttributeFactory objectAttributeFactory;
        private SlotInfo selectedSlot;
        private ISession chachedSession;
        private bool loggedIn = false;

        public Pkcs11Signature(string libraryPath)
        {
            pkAttributeKeys = new List<CKA>();
            pkAttributeKeys.Add(CKA.CKA_KEY_TYPE);
            pkAttributeKeys.Add(CKA.CKA_LABEL);
            pkAttributeKeys.Add(CKA.CKA_ID);

            certAttributeKeys = new List<CKA>();
            certAttributeKeys.Add(CKA.CKA_VALUE);
            certAttributeKeys.Add(CKA.CKA_LABEL);
            certAttributeKeys.Add(CKA.CKA_ID);
            certAttributeKeys.Add(CKA.CKA_CERTIFICATE_CATEGORY);

            objectAttributeFactory = new ObjectAttributeFactory();

            var factories = new Pkcs11InteropFactories();
            pkcs11Library = factories.Pkcs11LibraryFactory.LoadPkcs11Library(factories, libraryPath, AppType.MultiThreaded);
        }

        /// <summary>
        /// List the available slots and their token.
        /// </summary>
        /// <returns>the available slots and their token</returns>
        public List<Pkcs11Signature.SlotInfo> GetAvailbaleSlots()
        {
            var result = new List<Pkcs11Signature.SlotInfo>();
            foreach (var slot in pkcs11Library.GetSlotList(SlotsType.WithOrWithoutTokenPresent))
            {
                result.Add(new Pkcs11Signature.SlotInfo(slot));
            }
            return result;
        }
        /// <summary>       
        /// List the key info of keys and linked certificates available trough the selected Pkcs11 library.
        /// 
        /// A key can be used by multiple certificates.
        /// </summary>
        /// <param name="slotId">The numerical slot id</param>
        /// <returns>a list of key info of keys and linked certificates available trough the selected Pkcs11 library</returns>
        public List<Pkcs11KeyInfo> GetCertificatesWithPrivateKeys(ulong slotId) {
            var slot = pkcs11Library.GetSlotList(SlotsType.WithOrWithoutTokenPresent).FindLast(s => s.SlotId == slotId);
            if (slot == null)
            {
                throw new Exception("slot with slot id " + slotId + " was not found.");
            }
            return GetCertificatesWithPrivateKeys(new Pkcs11Signature.SlotInfo(slot));
        }


        /// <summary>       
        /// List the key info of keys and linked certificates available trough the selected Pkcs11 library.
        /// 
        /// A key can be used by multiple certificates.
        /// </summary>
        /// <param name="slotInfo">The slotinfo to retrieve the keys and certificates from</param>
        /// <returns>a list of key info of keys and linked certificates available trough the selected Pkcs11 library</returns>
        public List<Pkcs11KeyInfo> GetCertificatesWithPrivateKeys(SlotInfo slotInfo)
        {
            var result = new List<Pkcs11KeyInfo>();
            if (slotInfo.TokenPresent)
            {
                var session = GetSession(slotInfo);
                {
                    List<IObjectAttribute> attributes = new List<IObjectAttribute>();
                    attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_PRIVATE_KEY));
                    List<IObjectHandle> keys = session.FindAllObjects(attributes);

                    foreach (var key in keys)
                    {
                        List<IObjectAttribute> keyAttributes = session.GetAttributeValue(key, pkAttributeKeys);

                        attributes.Clear();
                        attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_CERTIFICATE));
                        attributes.Add(objectAttributeFactory.Create(CKA.CKA_CERTIFICATE_TYPE, CKC.CKC_X_509));
                        attributes.Add(objectAttributeFactory.Create(CKA.CKA_ID, keyAttributes[2].GetValueAsByteArray()));
                        List<IObjectHandle> certificates = session.FindAllObjects(attributes);
                        foreach (var linkedCertificate in certificates)
                        {
                            List<IObjectAttribute> certificateAttributes = session.GetAttributeValue(linkedCertificate, certAttributeKeys);
                            result.Add(new Pkcs11KeyInfo(slotInfo, keyAttributes[2].GetValueAsByteArray(), keyAttributes[1]?.GetValueAsString(), certificateAttributes[0].GetValueAsByteArray(), certificateAttributes[1]?.GetValueAsString()));
                        }
                    }
                }
            }
            return result;
        }
        
        /// <summary>
        /// Selects the key and certificate that will be used for signing.
        /// </summary>
        /// <param name="key"> The key and certificate to be used.</param>
        /// <param name="keyId"></param>
        /// <returns></returns>
        /// <exception cref="Exception"></exception>
        public Pkcs11Signature SelectSigningKeyAndCertificate(Pkcs11KeyInfo key)
        {
            var session = GetSession(key.SlotInfo);
            var objectAttributeFactory = new ObjectAttributeFactory();

            List<IObjectAttribute> attributes = new List<IObjectAttribute>();
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_PRIVATE_KEY));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_ID, key.KeyId));
            List<IObjectHandle> keys = session.FindAllObjects(attributes);

            if (keys.Count != 1)
            {
                throw new Exception("Key " + System.Convert.ToBase64String(key.KeyId) + " not found in token " + key.SlotInfo.TokenModel + " " + key.SlotInfo.TokenLabel);
            }

            privateKeyHandle = keys[0];

            List<IObjectAttribute> keyAttributes = session.GetAttributeValue(privateKeyHandle, pkAttributeKeys);

            var type = keyAttributes[0].GetValueAsUlong();
            switch (type)
            {
                case (ulong)CKK.CKK_RSA:
                    signatureAlgorithmName = "RSA";
                    break;
                case (ulong)CKK.CKK_DSA:
                    signatureAlgorithmName = "DSA";
                    break;
                case (ulong)CKK.CKK_ECDSA:
                    signatureAlgorithmName = "ECDSA";
                    break;
            }

            attributes.Clear();
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_CERTIFICATE));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CERTIFICATE_TYPE, CKC.CKC_X_509));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_VALUE, key.CertificateBytes));
            List<IObjectHandle> certificates = session.FindAllObjects(attributes);
            if (certificates.Count != 1)
            {
                ;
                throw new Exception("Certificate " + key.Certificate + "not found in token " + key.SlotInfo.TokenModel + " " + key.SlotInfo.TokenLabel);
            }

            var certificate = certificates[0];
            List<IObjectAttribute> certificateAttributes = session.GetAttributeValue(certificate, certAttributeKeys);
            var x509Certificate = new X509Certificate(X509CertificateStructure.GetInstance(certificateAttributes[0].GetValueAsByteArray()));

            List<X509Certificate> x509Certificates = new List<X509Certificate>();
            x509Certificates.Add(x509Certificate);
            attributes.Clear();
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CLASS, CKO.CKO_CERTIFICATE));
            attributes.Add(objectAttributeFactory.Create(CKA.CKA_CERTIFICATE_TYPE, CKC.CKC_X_509));
            List<IObjectHandle> otherCertificates = session.FindAllObjects(attributes);
            foreach (var otherCertificate in otherCertificates)
            {
                if (!certificate.ObjectId.Equals(otherCertificate.ObjectId))
                {
                    certificateAttributes = session.GetAttributeValue(otherCertificate, certAttributeKeys);
                    var otherX509Certificate = new X509Certificate(X509CertificateStructure.GetInstance(certificateAttributes[0].GetValueAsByteArray()));
                    x509Certificates.Add(otherX509Certificate);
                }
            }
            this.chain = x509Certificates.ToArray();
            return this;
        }

        public void Dispose()
        {
            if (pin != null)
            {
                Array.Clear(pin, 0, pin.Length);
            }
            selectedSlot?.Slot.CloseAllSessions();
            pkcs11Library?.Dispose();
        }

        public X509Certificate[] GetChain()
        {
            CheckKeySelected();
            return chain;
        }

        public bool UsePssForRsaSsa { get; set; }

        /// <summary>
        /// Set the pin when needed
        /// Remark, a copy of this value will be stored. You have to clean out the original value for security as soon as possible.
        /// 
        /// Sometimes the pin is only needed to perform the actual signing, sometimes it is needed for quering the keys.
        /// 
        /// On failure the pin will be reset to avoid locking tokens after too many failed login attempts        
        /// </summary>
        public byte[] Pin
        {
            get => pin;
            set
            {
                if (pin != null)
                {
                    Array.Clear(pin, 0, pin.Length);
                }
                if (value != null)
                {
                    pin = new byte[value.Length];
                    Array.Copy(value, pin, pin.Length);
                }
                else
                {
                    pin = null;
                }
            }
        }

        public string GetSignatureAlgorithmName()
        {
            CheckKeySelected();
            return UsePssForRsaSsa && "RSA".Equals(signatureAlgorithmName) ? "RSASSA-PSS" : signatureAlgorithmName;
        }

        public ISignatureMechanismParams GetSignatureMechanismParameters()
        {
            CheckKeySelected();
            return UsePssForRsaSsa && "RSA".Equals(signatureAlgorithmName) ? RSASSAPSSMechanismParams.CreateForDigestAlgorithm(digestAlgorithmName) : null;
        }

        public string GetDigestAlgorithmName()
        {
            return digestAlgorithmName;
        }

        public Pkcs11Signature SetDigestAlgorithmName(String digestAlgorithmName)
        {
            this.digestAlgorithmName = DigestAlgorithms.GetDigest(DigestAlgorithms.GetAllowedDigest(digestAlgorithmName));
            return this;
        }

        public byte[] Sign(byte[] message)
        {
            CheckKeySelected();
            var mechanismFactory = new MechanismFactory();
            IMechanism mechanism;

            switch (signatureAlgorithmName)
            {
                case "DSA":
                    switch (digestAlgorithmName)
                    {
                        case "SHA1":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA1);
                            break;
                        case "SHA224":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA224);
                            break;
                        case "SHA256":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA256);
                            break;
                        case "SHA384":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA384);
                            break;
                        case "SHA512":
                            mechanism = mechanismFactory.Create(CKM.CKM_DSA_SHA512);
                            break;
                        default:
                            throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                    }
                    break;
                case "ECDSA":
                    switch (digestAlgorithmName)
                    {
                        case "SHA1":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA1);
                            break;
                        case "SHA224":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA224);
                            break;
                        case "SHA256":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA256);
                            break;
                        case "SHA384":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA384);
                            break;
                        case "SHA512":
                            mechanism = mechanismFactory.Create(CKM.CKM_ECDSA_SHA512);
                            break;
                        default:
                            throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                    }
                    break;
                case "RSA":
                    if (UsePssForRsaSsa)
                    {
                        var mechanismParamsFactory = new MechanismParamsFactory();
                        IMechanismParams pssParams = null;
                        switch (digestAlgorithmName)
                        {
                            case "SHA1":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA_1, (ulong)CKG.CKG_MGF1_SHA1, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA1_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA224":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA224, (ulong)CKG.CKG_MGF1_SHA224, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA224_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA256":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA256, (ulong)CKG.CKG_MGF1_SHA256, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA256_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA384":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA384, (ulong)CKG.CKG_MGF1_SHA384, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA384_RSA_PKCS_PSS, pssParams);
                                break;
                            case "SHA512":
                                pssParams = mechanismParamsFactory.CreateCkRsaPkcsPssParams((ulong)CKM.CKM_SHA224, (ulong)CKG.CKG_MGF1_SHA224, (ulong)(DigestAlgorithms.GetOutputBitLength(digestAlgorithmName) / 8));
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA512_RSA_PKCS_PSS, pssParams);
                                break;
                            default:
                                throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                        }
                    }
                    else
                    {
                        switch (digestAlgorithmName)
                        {
                            case "SHA1":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA1_RSA_PKCS);
                                break;
                            case "SHA224":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA224_RSA_PKCS);
                                break;
                            case "SHA256":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA256_RSA_PKCS);
                                break;
                            case "SHA384":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA384_RSA_PKCS);
                                break;
                            case "SHA512":
                                mechanism = mechanismFactory.Create(CKM.CKM_SHA512_RSA_PKCS);
                                break;
                            default:
                                throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
                        }
                    }
                    break;
                default:
                    throw new ArgumentException("Not supported: " + digestAlgorithmName + "with" + signatureAlgorithmName);
            }
            var session = GetSession(selectedSlot);
            try
            {
                return session.Sign(mechanism, privateKeyHandle, message);
            }
            catch (Exception e)
            {
                if (pin != null)
                {
                    Array.Clear(pin, 0, pin.Length);
                    pin = null;
                }
                selectedSlot?.Slot.CloseAllSessions();
                throw;
            }
        }

        private ISession GetSession(SlotInfo slotInfo)
        {
            if (slotInfo == selectedSlot && chachedSession != null)
            {
                LogIn();
                return chachedSession;
            }
            if (chachedSession != null)
            {
                chachedSession.CloseSession();
                slotInfo.Slot.CloseAllSessions();
            }
            chachedSession = slotInfo.GetSession();
            selectedSlot = slotInfo;
            LogIn();
            return chachedSession;
        }

        private void LogIn()
        {
            if (pin != null && !loggedIn)
            {
                try
                {
                    chachedSession.Login(CKU.CKU_USER, pin);
                }
                catch (Exception e)
                {
                    Array.Clear(pin, 0, pin.Length);
                    pin = null;
                    throw;
                }
                loggedIn = true;
            }
        }


        private void CheckKeySelected()
        {
            if (privateKeyHandle == null)
                throw new Exception("Invalid state, no key selected yet.");            
        }

        public class SlotInfo
        {
            private ISlotInfo slotInfo;
            private ISlot slot;
            private ITokenInfo tokenInfo;

            internal SlotInfo(ISlot slot)
            {
                this.slot = slot;
                this.slotInfo = slot.GetSlotInfo();
                if (slotInfo.SlotFlags.TokenPresent)
                {
                    this.tokenInfo = slot.GetTokenInfo();
                }
            }
            
            public ulong SlotId { get => slotInfo.SlotId; }
            public string SlotDescription { get => slotInfo.SlotDescription; }
            public bool HardwareSlot { get => slotInfo.SlotFlags.HardwareSlot; }
            public bool RemovableDevice { get => slotInfo.SlotFlags.RemovableDevice; }
            public bool TokenPresent { get => slotInfo.SlotFlags.TokenPresent; }
            public string TokenModel { get => tokenInfo?.Model; }
            public string TokenLabel { get => tokenInfo?.Label; }
            public bool LoginRequired { get => tokenInfo?.TokenFlags.LoginRequired ?? false; }

            internal ISlot Slot { get => slot; }
            internal ISlotInfo GetSlotInfo() { return slotInfo; }
            internal ITokenInfo GetTokenInfo() { return tokenInfo; }

            internal ISession GetSession()
            {
                return slot.OpenSession(SessionType.ReadOnly);
            }
        }

        /// <summary>
        /// Contains info about keys available trough pkcs 11 container    
        /// </summary>
        public class Pkcs11KeyInfo
        {
            /// <summary>
            /// The key id
            /// </summary>
            public byte[] KeyId { get; }
            /// <summary>
            /// The label of the key
            /// </summary>
            public string KeyLabel { get; }            

            /// <summary>
            /// The certificate associated with the key
            /// </summary>
            public X509Certificate Certificate { get; }

            /// <summary>
            /// The label assigned to the certificate
            /// </summary>
            public string CertificateLabel { get; }
            public SlotInfo SlotInfo { get; internal set; }

            internal byte[] CertificateBytes;
            internal Pkcs11KeyInfo(SlotInfo slotInfo, byte[] keyId, string keyLabel, byte[] certificate, string certificateLabel)
            {
                this.SlotInfo = slotInfo;
                this.KeyId = keyId;
                this.KeyLabel = keyLabel;
                this.CertificateBytes = certificate;
                this.Certificate = new X509Certificate(X509CertificateStructure.GetInstance(certificate));
                this.CertificateLabel = certificateLabel;
            }
        }
    }
}






ReleaseNotesGenerator/Utils/StructTreePostProcessor.cs

using System;
using iText.Commons.Utils;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Tagging;

namespace ReleaseNotesGenerator {
    /// <summary>
    /// Some additional processing of the structure tree. To make sure that we are compliant with the PDF/UA standard.
    /// </summary>
    internal static class StructTreePostProcessor {
        public static void Traverse(IStructureNode node) {
            if (node == null) {
                return;
            }

            if (node is PdfStructElem str) {
                bool hasLang = str.GetPdfObject().ContainsKey(PdfName.Lang);
                if (hasLang) {
                    var lang = str.GetPdfObject().GetAsName(PdfName.Lang);
                    if (lang == null) {
                        str.GetPdfObject().Remove(PdfName.Lang);
                        str.SetModified();
                    }
                }

                if (StandardRoles.FORM.Equals(str.GetRole().GetValue())) {
                    PdfDictionary f = (PdfDictionary)str.GetK();
                    Console.WriteLine();
                    PdfDictionary signature = f.GetAsDictionary(PdfName.Obj);
                    signature.Put(PdfName.Contents, new PdfString("Signature"));
                    str.SetModified();
                    signature.SetModified();
                }
            }


            if (!(node is PdfMcrNumber) && !(node is PdfObjRef) && !(node is PdfMcrDictionary)) {
                foreach (var kid in node.GetKids()) {
                    Traverse(kid);
                }
            }
        }
    }
}
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using System;
using System.Collections.Generic;
using System.IO;
using System.IO.Compression;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Build a structured zip file from a directory
    /// While ignoring some directories and files
    /// </summary>
    public static class StructuredZipFolderBuilder {
        public static void StructuredZip(ZipArchive archive, string sourceDirName,
            CompressionLevel compressionLevel = CompressionLevel.Fastest) {
            var folders = new Stack<string>();

            folders.Push(sourceDirName);

            do {
                var currentFolder = folders.Pop();
                foreach (var file in Directory.GetFiles(currentFolder)) {
                    if (file.Contains("bin")
                        || file.Contains("obj")
                        || file.Contains(".git")
                        || file.Contains("kb.itextpdf.com")
                        || file.Contains(".vs")
                        || file.Contains(".pdf")
                        || file.Contains(".zip")
                        || file.Contains("ValidationExample")
                        || file.Contains(".idea")
                        || file.Contains(".user")) {
                        continue;
                    }

                    Console.WriteLine("Adding file: " + file);
                    archive.CreateEntryFromFile(file, file[(sourceDirName.Length + 1)..], compressionLevel);
                }

                foreach (var item in Directory.GetDirectories(currentFolder)) {
                    folders.Push(item);
                }
            } while (folders.Count > 0);
        }
    }
}
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using iText.Html2pdf.Attach;
using iText.Html2pdf.Attach.Impl.Tags;
using iText.Layout.Tagging;
using iText.StyledXmlParser.Node;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Custom svg worker to set the alternate description for the svg element
    /// </summary>
    public class SvgWorker : SvgTagWorker {
        public SvgWorker(IElementNode element, ProcessorContext context) : base(element, context) {
        }

        public override void ProcessEnd(IElementNode element, ProcessorContext context) {
            base.ProcessEnd(element, context);
            var elementResult = GetElementResult();
            if (elementResult is IAccessibleElement ae) {
                ae.GetAccessibilityProperties().SetAlternateDescription(element.GetAttribute("aria-description"));
            }
        }
    }
}
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using System;
using System.Text;
using HtmlAgilityPack;
using iText.Kernel.Pdf;
using iText.Kernel.Pdf.Action;

namespace ReleaseNotesGenerator.Utils {
    /// <summary>
    /// Generate Table of Contents and Bookmarks for the PDF
    /// </summary>
    public class TocAndBookMarkGenerator {
        private readonly HtmlDocument htmDocument;
        private readonly PdfDocument pdfDocument;

        public TocAndBookMarkGenerator(HtmlDocument htmDocument, PdfDocument pdfDocument) {
            this.htmDocument = htmDocument;
            this.pdfDocument = pdfDocument;
        }

        public void AddTocAndBookMark()
        {
            StringBuilder tocStyles = new StringBuilder();
            var tocElements = htmDocument.DocumentNode.SelectNodes("//h2");

            foreach (HtmlNode elem in tocElements)
            {
                string id = elem.GetAttributeValue("id", Guid.NewGuid().ToString());
                elem.SetAttributeValue("id", id);

                tocStyles.Append("*[data-toc-id=\"")
                    .Append(id)
                    .Append("\"] .toc-page-ref::after {\ncontent: target-counter(\"#")
                    .Append(id)
                    .Append("\", page) \n }\n");
            }

            var tableOfContentsTitle = "Table of Contents";
            var tocTitleNode =
                new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "h2", InnerHtml = tableOfContentsTitle };
            htmDocument.DocumentNode.SelectSingleNode("//body")?.ChildNodes.Insert(3, tocTitleNode);

            var tocTableNode = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "table" };
            tocTableNode.SetAttributeValue("style", "width: 100%; border: none; border-collapse: collapse;");

            var bookMarks = pdfDocument.GetOutlines(false);
            bookMarks.SetTitle("Bookmarks");

            foreach (var h2Node in tocElements)
            {
                if (h2Node.InnerText == tableOfContentsTitle)
                {
                    continue;
                }

                if (string.IsNullOrEmpty(h2Node.Id))
                {
                    h2Node.Id = Guid.NewGuid().ToString();
                }

                var tocRow = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "tr" };
                tocRow.SetAttributeValue("data-toc-id", h2Node.Id);
                tocRow.SetAttributeValue("style", "border: none;");

                var titleCell = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "td" };
                titleCell.SetAttributeValue("style", "border: none;");

                var titleLink =
                    new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "a", InnerHtml = h2Node.InnerText };
                titleLink.SetAttributeValue("href", "#" + h2Node.Id);

                titleCell.AppendChild(titleLink);
                tocRow.AppendChild(titleCell);

                var pageCell = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "td" };
                pageCell.SetAttributeValue("style", "border: none;");

                var pageLink = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "a" };
                pageLink.SetAttributeValue("href", "#" + h2Node.Id);

                var pageRef = new HtmlNode(HtmlNodeType.Element, htmDocument, -1) { Name = "span" };
                pageRef.SetAttributeValue("class", "toc-page-ref");

                pageLink.AppendChild(pageRef);
                pageCell.AppendChild(pageLink);
                tocRow.AppendChild(pageCell);

                tocTableNode.AppendChild(tocRow);

                var outline = bookMarks.AddOutline(h2Node.InnerText);
                outline.AddAction(PdfAction.CreateGoTo(h2Node.Id));
            }

            htmDocument.DocumentNode.SelectSingleNode("//body")?.ChildNodes.Insert(4, tocTableNode);
            htmDocument.DocumentNode.SelectSingleNode("//head")
                ?.ChildNodes.Insert(0, HtmlNode.CreateNode("<style>\n\n " + tocStyles + "</style>"));
        }
    }
}
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    This is a special iText PDF



  

  For this release, we have decided to create a PDF file that showcases a lot of what is possible with iText by Apryse.



  This is no ordinary PDF, as it is PDF/A-4f, PDF/UA-2 and WTPDF compliant, created with the help of pdfHTML.



  You can read more about it  below.
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    Features of this PDF



    
      			
        Used pdfHTML to generate the PDF content (the HTML content is attached)
      



      			
        It is both PDF/A-4f and PDF/UA-2 compliant (making it also a WTPDF)
      



      			
        There is a MAC protected (AES 256 Encryted, SHA 256 Protected. Password is 'itext') version of this PDF attached (had to be separate, as PDF/A-4 does not allow it)
      



      			
        Digitally signed using a Portuguese Identity Card (scroll below to check the code on how to validate it!)
      



      			
         The main logo is generated using iText's custom SVG rendering engine 
      



      			
        Dynamically generated table of contents and bookmarks
      



      			
        Creatively used Layers to toggle between Java and .NET code below
      



      			
        Automatic Pagination by using our Events engine
      



      			
        Fonts were subsetted for a smaller file size
      



    



    To run the project (using .NET 8), just check the instructions on the attached file README.md.



  

   Signed off by:
  
  
     Generated by: 
     Content:  Ian Morris
     Source code:  Guust Ysebie 
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    Addendum: Signature validation example java



    
package com.itextpdf.signatures;
import com.itextpdf.kernel.pdf.PdfDocument;
import com.itextpdf.kernel.pdf.PdfReader;
import com.itextpdf.signatures.validation.SignatureValidationProperties;
import com.itextpdf.signatures.validation.SignatureValidator;
import com.itextpdf.signatures.validation.ValidationOcspClient;
import com.itextpdf.signatures.validation.ValidatorChainBuilder;
import com.itextpdf.signatures.validation.context.CertificateSource;
import com.itextpdf.signatures.validation.context.CertificateSources;
import com.itextpdf.signatures.validation.context.TimeBasedContext;
import com.itextpdf.signatures.validation.context.TimeBasedContexts;
import com.itextpdf.signatures.validation.context.ValidatorContext;
import com.itextpdf.signatures.validation.context.ValidatorContexts;
import com.itextpdf.signatures.validation.report.ValidationReport;
import java.io.IOException;
import java.time.Duration;

public class ValidationExample {
    public static void main(String[] args) {
        String path = "<path/to/signed/pdf>";
        SignatureValidationProperties properties = GetSignatureValidationProperties();
        properties.addOcspClient(new ValidationOcspClient());
        properties.addCrlClient(new CrlClientOnline());
        IssuingCertificateRetriever certificateRetriever = new IssuingCertificateRetriever();
        ValidatorChainBuilder validatorChainBuilder = new ValidatorChainBuilder();
        validatorChainBuilder.withIssuingCertificateRetrieverFactory(
                () -> certificateRetriever).withSignatureValidationProperties(properties);
        ValidationReport report;
        try (PdfDocument document = new PdfDocument(new PdfReader(path))) {
            SignatureValidator validator = validatorChainBuilder.buildSignatureValidator(document);
            // Validate all signatures in the document.
            report = validator.validateSignatures();
        } catch (IOException e) {
            throw new RuntimeException(e);
        }
        System.out.println(report);
    }

    private static SignatureValidationProperties GetSignatureValidationProperties() {
        SignatureValidationProperties properties = new SignatureValidationProperties();
        properties.setRevocationOnlineFetching(ValidatorContexts.all(), CertificateSources.all(), TimeBasedContexts
                .all(), SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH);
        properties.setFreshness(ValidatorContexts.All(), CertificateSources.all(), TimeBasedContexts.of(
                TimeBasedContext.HISTORICAL), Duration.ofDays(-5));
        properties.setContinueAfterFailure(
                ValidatorContexts.of(ValidatorContext.OCSP_VALIDATOR, ValidatorContext.CRL_VALIDATOR),
                CertificateSources.of(CertificateSource.CRL_ISSUER, CertificateSource.OCSP_ISSUER, CertificateSource
                        .CERT_ISSUER), false);
        return properties;
    }
}
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    Addendum: Verify the signature using iText (C#)



    
    
using System;
using iText.Commons.Bouncycastle.Cert;
using iText.Commons.Bouncycastle.Crypto;
using iText.Commons.Utils;
using iText.Kernel.Exceptions;
using iText.Kernel.Pdf;
using iText.Signatures;
using iText.Signatures.Validation;
using iText.Signatures.Validation.Context;
using iText.Signatures.Validation.Report;

namespace ValidationExample {
    class Program {
        static void Main(string[] args) {
            var path = @"<path/to/signed/pdf>";
            var properties = GetSignatureValidationProperties();
            properties.AddOcspClient(new ValidationOcspClient());
            properties.AddCrlClient(new CrlClientOnline());
            var certificateRetriever = new IssuingCertificateRetriever();
            var validatorChainBuilder = new ValidatorChainBuilder();
            validatorChainBuilder
                .WithIssuingCertificateRetrieverFactory(
                    () => certificateRetriever)
                .WithSignatureValidationProperties(properties);
            ValidationReport report;
            using (var document = new PdfDocument(new PdfReader(path))) {
                var validator = validatorChainBuilder.BuildSignatureValidator(document);
                // Validate all signatures in the document.
                report = validator.ValidateSignatures();
            }
            Console.WriteLine(report.ToString());
        }

        private static SignatureValidationProperties GetSignatureValidationProperties() {
            var properties = new SignatureValidationProperties();
            properties.SetRevocationOnlineFetching(ValidatorContexts.All(), CertificateSources.All()
                 , TimeBasedContexts.All(),
                  SignatureValidationProperties.OnlineFetching.ALWAYS_FETCH);
             properties.SetFreshness(ValidatorContexts.All(), CertificateSources.All(), TimeBasedContexts.Of(
                 TimeBasedContext.HISTORICAL), TimeSpan.FromDays(-5));
             properties.SetContinueAfterFailure(
                 ValidatorContexts.Of(ValidatorContext.OCSP_VALIDATOR, 
                 ValidatorContext.CRL_VALIDATOR),
                 CertificateSources.Of(CertificateSource.CRL_ISSUER,
                 CertificateSource.OCSP_ISSUER, CertificateSource
                     .CERT_ISSUER), false);
            return properties;
        }
    }
}
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